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Abstract

Today’s society is data-driven. Collecting data from people, actions, algorithms and the
web has resulted in large data stores, and accommodating all these data has become a major
challenge. ‘Big data’ tends to grow exponentially each year [1]. To handle these increasing
data sizes, the concepts of shared computing, shared memory, and remote storage and
access to resources have been developed. Systems such as grid computing systems, where
the infrastructure combines computer resources and storage from different locations to
reach a common objective; utility computing systems, a business model in which
computational resources and demand are packaged as a metered service similar to
electricity and the public switched telephone network; and distributed systems, which
consist of either physically distributed institutions or logically related projects/groups, are

examples of such concepts.

Cloud computing is a relatively recent abstraction, providing functionalities such as
computation, and the sharing and storage of data for the users of computer networks. Cloud
computing is attracting massive global investment [2] because of the services that it
provides. However, security remains one of the top concerns for organisations and
customers using cloud computing environments [3]. In fact, some security issues in cloud
computing were inherited from previous computing systems, but the others were created
because of its unique characteristics and architecture. Conventional security mechanisms

are not sufficient to mitigate the threats in cloud systems, and new techniques are needed.

This research presents a new platform for secure cloud computing. The platform allows

cloud service providers to host their clients’ data in a secure environment and allows them



to operate on the services in a secure manner for transactions. The platform was designed to
make the operations relatively secure and safe using a robust structure by building a general

software-structuring framework to implement the cloud software resources.

The new platform provides new mechanisms that authorise only legitimate users to access
data. The access to data is handled by a third-party service that checks on all of the requests
by using the user’s ID and authentication/authorisation details. All of the users’ details and
sensitive data are encrypted during transit and storage. The platform was implemented,
evaluated and compared in terms its effectiveness to the existing cloud platforms over a set
of criteria. The results showed that this platform worked as expected and fairly quickly as
compared to the other security platforms, and provided strong security against an intruder’s

actions.
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Chapter 1

1.0 Introduction

In today’s digital world, people are becoming increasingly adept at using convenient
technology to make their work easier and to provide prompt advice and services to clients.
Laptop computers, remote access to firm servers and wireless networking are just some of
the expedient ways that lawyers, for example, can connect to the Internet and their own

offices from around the world.

However, how secure is confidential client information when people are not actually in
their offices using a desktop computer, or when they are using a laptop computer on a
network set up by a network administrator? When people take advantage of networking, to
use cloud computing services or to access e-mail or client documents, they may unwittingly

risk the loss and/or disclosure of sensitive data and confidential client information.

Organisations need to pay more attention to data security and use protection technologies to
help secure their sensitive data and confidential client information. Weak security systems
may lead to data breaches and theft, resulting in significant material losses and loss of user

confidence in the service provider.

1.1 Motivation

Despite the fact that cloud computing systems, which provide large-scale computer
resources with minimal effort for online customers, have many merits, such as flexibility

and scalability [4], [5], [6], security remains one of the top concerns for organisations and
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customers in cloud computing environments [3]. Some security issues were actually
inherited from previous computing systems, and the other cloud security issues were

created by the unique characteristics and architecture of cloud computing.

Conventional computer systems may be desirable, but conventional security mechanisms
are not sufficient against unauthorised access in cloud systems [4], and new security
techniques are needed, as will be explained in Chapter 3. The motivation of this work is to
build a new cloud platform using a more secure operating system: a platform that provides
cloud services while reducing the security concerns and risks in cloud computing, and still

allowing the overall system to process at an acceptable level.

1.2 Research objectives

This thesis proposes a radical solution to some security breaches in cloud computing. It
introduces a framework that takes into consideration the effectiveness and performance of
providing cloud services and discusses the development of a framework that provides an
authentication/authorisation system that addresses clients’ identification and data protection
needs. A prototype of the proposed framework was implemented to provide a proof of

concept and a base for the evaluation of the framework.

The objectives of this work include the following:

o detailed analyses of the existing cloud computing systems and conventional computer

systems that host cloud software,

e analysis of the security and networking requirements of cloud systems and an

evaluation of their security,
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study of a trusted operating system that was built with the aim to resolve security
problems found in other operating systems,

proposal of a unique general structure to build cloud software applications that will
reduce/prevent unauthorised access from hackers and enhance cloud data protection,
creation of a new architecture model that mitigates cloud computing threats and reduces
security concerns, and

evaluation of the research including suggested directions for future research.

1.3 Problem definition

A number of techniques and solutions have been proposed and implemented to combat

security breaches on various cloud computing activities. However, breaking into private

data is a concern in cloud computing [7]. It is necessary to adopt and leverage a new

approach that succeeds in protecting data to determine the following:

Problem definition: Can the new authentication/authorisation framework guarantee that

only authorised users access the cloud service’s data?

1.4 Research questions

This research aims to address the following questions:

Is it possible to develop a cloud environment that provides useful services while
ensuring that all of the data and communications are safe from unauthorised access?
How can a new platform prevent/reduce the most concerning attacks that threaten the
existing cloud systems, while ensuring that the attackers do not have access to new

weaknesses that could leave the system vulnerable?
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e Could such a system perform at an acceptable rate, or would it be too slow to be

practical?

1.5 Research methodology

The project started with a study of the existing cloud computing security issues. The causes
of the security issues were analysed and the current solutions examined. Based on the
information collected, the modelling and framework design were implemented. This
framework models cloud systems and provides a definition of what it means for a system to
be a part of a cloud. This will stand as a standardised model to allow the evaluation of our

secure cloud platform.

The study results showed that the fundamental solution to building a secure cloud platform
Is to build it on top of a secure environment. The solution requires working on an
appropriate environment and analysing its security features, and then considering the
possibility of building a cloud computing system using the proposed model on top of this

environment.

Lastly, in this required study, a prototype was designed and built on the basis of the
concepts implemented in the secure operating system SPEEDOS [8]. SPEEDOS is an
operating system that was built from the ground up to guarantee security [8] by using
techniques to secure memory organisation and access to data, as will be explained in
Chapter 3. It includes novel mechanisms to protect data that are considerably different from
those in the current conventional systems. Hence, moving the cloud infrastructure from the
current conventional computer systems to SPEEDOS could considerably increase the

security of the cloud services.
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1.6 Thesis structure

This thesis has been divided into seven chapters. This first chapter introduces the main
contributions and motivations of the research. The remaining chapters are organised as

follows:

Chapter 2 provides a background on computer networks and security. In particular, this
chapter gives an overview of the types of threats and attacks around networks, including
details of how each threat can be exploited. This chapter proposes general solutions and
protections that can be used to make networks more secure. This chapter also defines the
concepts and characteristics of cloud computing, examining cloud computing middleware
and what each service provides. Different types of cloud computing, and how they can be
used, are introduced. Finally, this chapter presents the advantages and disadvantages of

cloud computing, specifically in relation to security in cloud computing.

Chapter 3 provides a background on conventional operating systems and their current
security vulnerabilities that adversely affect cloud computing systems. This chapter
presents and analyses some existing frameworks that attempt to solve the current system
vulnerabilities. The chapter introduces the SPEEDOS operating system and kernel features,
including a description of the memory structure and how modules are represented. Finally,
this chapter analyses and presents what makes SPEEDOS a more secure system for hosting

cloud services.

Chapter 4 provides a logical overview of the new platform’s design. This includes how
software applications and services are designed, how communication between clients and

the server is implemented and what sort of encryption mechanisms are used to secure the
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data in transit and at rest. This chapter presents a comparison between the proposed

platforms and the existing frameworks.

Chapter 5 explains how the platform was implemented, particularly what steps were used
to leverage the SPEEDOQOS features into the new platform. It explains the technologies used

to implement the prototype and explains how clients communicate with the platform.

Chapter 6 describes experiments conducted to validate the proposed platform. This chapter
discusses the security of the proposed platform and compares it against other frameworks.
The overall performance of the platform is tested to prove its effectiveness, focusing on
how the proposed platform acts against some common cloud threats and attacks. This

chapter demonstrates the advantages of using a SPEEDOS system for cloud users.

Chapter 7 concludes the project and discusses future work. The research as a whole is

evaluated and directions for future work are identified.

1.7 Contributions

This work has mainly contributed to finding a solution to the problem of unauthorised
access to data in the cloud computing environment and reducing the effects of the attempts

to gain unwanted access.

In this work, the following contributions are made:

1. Study and analysis of SPEEDOS operating system: Study of the SPEEDOS operating
system to support cloud computing services. A critical review of the issues and benefits

related to the adoption of cloud computing.
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2. Study and development of a cloud computing framework: An investigation into the
factors which influence organisational decision making for cloud adoption in
technologically developing environments. A critical review of the existing frameworks
and models which support cloud computing services.

3. Modelling and design of a new trusted cloud platform: Design and implementation of
an authentication/authorisation cloud platform for extremely high security demands and
confidentiality of the online cloud services using the implemented security technology
system. Provides an efficient protection mechanism based on the capabilities and the
encryption technology to protect data in transit and at rest.

4. Overview and validation of the proposed cloud platform: Overview of the platform

presented and the results of a validation experiment.
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Chapter 2
Computer network and cloud systems

2.0 Computer networks

A computer network can be characterised as an arrangement of nodes that are connected
and associated together for the purpose of sharing assets in an anticipated and controllable
manner. These nodes are associated by using an arrangement of the sets of rules known as
protocols. There are many types of network systems that empower the sharing of assets, for

example:

e Local Area Network (LAN): A group of nodes that are connected through a wireless
link or a communication line to share resources. Typically, the nodes are connected to
the server within a distinct geographical area such as a library.

e Wide Area Network (WAN): Group of nodes that are extended over a large
geographical area. Organisations and governments use WANS to relay data to others
and to carry out their daily function irrespective of location.

e Internet: A network of networks that provides information and communication facilities

globally.

Computer networks make it easier for firms to distribute their business globally at a low
cost. The Internet particularly increases trading operations where firms are targeting

billions of customers. The open nature of the Internet makes it easy for people to access
services from all over the world by using their own devices. Companies have developed

and implemented easy access applications to provide their services over the Internet.
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Cloud computing uses computer networks to control and manage services that are available
online. Cloud systems have facilitated business operations for international companies and
large organisations by providing them with services, such as storage systems to host their

data, and others facilities, which are explained in the next section.

2.1 Cloud computing concepts

The US National Institute of Standards and Technology (NIST)’s definition of cloud
computing, which is also adopted by the European Commission (European Commission
2012) [9], is as follows: ‘a model for enabling ubiquitous, convenient, on-demand network
access to a shared pool of configurable computing resources (for example, networks,
servers, storage, applications and services) that can be rapidly provisioned and released

with minimal management effort or service provider interaction’ [9].

The huge combination of infrastructure in cloud computing provides large-scale and
affordable benefits for users, including the ability to replace their own IT infrastructure
with large pools of computational and storage resources [10]. Cloud computing has the
ability to handle a large load of information from different users in a capable manner and to
vary the usage of computational resources on the basis of this load. Any enterprise using
cloud services can dynamically scale to any number of computing resources on the basis of

traffic spikes and the other changes in the environment.

Cloud computing can be divided into layers. The layers range from the physical hardware
layer at the bottom to the virtualised hardware layer to Infrastructure as a Service (laaS),

Platform as a Service (PaaS) and Software as a Service (SaaS) [11].
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NIST has stated that the cloud model is composed of five essential characteristics (see
below), three service models (see Section 2.2) and four deployment models (see Section
2.3) [12]. In its description of essential cloud characteristics, NIST looked at the

requirements for providing IT services over the Internet and determined the following:

e On-demand self-service: No administrators or third parties are required to order or
manage services for users. All that is required is a web portal and management
interface. The provision of services and resources occurs on the provider side.

e Ubiquitous network access: Access to cloud services, both locally and globally, is via
the Internet and based on normal protocols.

e Resource pooling: In cloud computing, the infrastructure (computing hardware and
software) is built to serve multiple consumers from different locations.

e Rapid elasticity: Scaling up and down of computer resources in the cloud for
consumers in need of additional resources, for example, the automatic provisioning of
extra storage, when required. Hence, the services are available at anytime from
anywhere and are not limited in quantity.

e Service: Cloud providers use modern charging techniques such as pay-as-you-go to
charge their customers for using the services. Charges are metered on the basis of the
usage and service type. For example, the charges could be based on each user account

accessing the cloud services and/or the number of resources that each user consumes.

NIST’s definition framework for cloud computing, with its list of essential characteristics,

has now evolved into the de-facto standard for defining cloud computing [13].
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2.2 Middleware of cloud computing

Cloud computing can be divided into three different models on the basis of the services

provided. These service models are described below.

2.2.1 Software-as-a-Service

Software-as-a-Service (SaaS) is a software model that provides subscribed customers with
access to software services that are centrally hosted. This delivery model is becoming
increasingly widespread as the underlying technologies supporting web services mature and
support new approaches to development. SaaS provides the following benefits to the IT

industry [5]:

easier management,

automatic updates and patch management,

compatibility, and

facilitating cooperation and overall accessibility.

Furthermore, SaaS allows consumers to use programs in the cloud, where the cloud service
provider manages all of the parties. Users will have guaranteed compatibility, and
collaboration is facilitated because everyone uses the same software. Companies do not
have to pay additional license fees, and administrators can easily add new users on the basis
of the system being used. Some examples of popular SaaS applications are Gmail and

Google Apps [14].

SaaS can have many advantages as it pertains to cost savings and budgeting for an
organisation. A report [15] published by Microsoft Corporation emphasises that one of the
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biggest benefits of deploying applications using a SaaS model is the low initial investment
on software, hardware and staff [16]. Hurwitz and associates stated in their study [15] that
Saas services offer as much as 64% cost savings over four years as compared to an on-

premises solution.

Any organisation can offer SaaS by providing valuable IT assets. For example, any IT
company can be a SaaS provider by exposing its own products over the Internet and

allowing consumers to access them.

The SaaS solution has many advantages. However, a SaaS solution also brings concerns in
areas such as availability, as most applications require an Internet connection to continue
working. There are also some other concerns related to the security of enterprise data, as a
platform that provides applications and services to millions or even billions of users may be

more attractive to attackers than smaller systems with fewer users [10].

2.2.2 Platform-as-a-Service

Platform-as-a-Service (PaaS) is another cloud model that provides consumers with a
complete environment in which to develop their own programs and the option to publish
them over the Internet. PaaS offers a set of components or sub-system software used to
develop a fully functional product or service, such as a web application. In general, PaaS
provides the stack of the operating system, middleware and/or application database, and an

application programming interface (API) to use these resources.
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By using the stack provided, cloud computing developers can deploy their programs
without the need to install full systems on local machines. The Oracle Cloud Platform [17]

is an example of a PaaS provider.

A PaaS provider is responsible for providing users with a fully managed platform and
management infrastructure that deals with low-level resources. Developers can access
software tools and databases to make their jobs easier. Paul Burns, President of the analysis
firm Neovise LLC, believes that PaaS services will increase the movement of the existing
applications to the cloud: “You take an existing application and you make it run in a cloud

environment and take advantage of some of the underlying capabilities like elasticity’ [18].

PaaS provides many benefits for programmers, such as allowing globally distributed
development teams to collaborate on software development projects. Services can be
obtained from multiple sources. An example of a PaaS system is Google’s App Engine
[19]. Users can customise these tools on their own devices. Windows Azure is another PaaS
provider [20]. It provides users with a complete environment to build their software by
using various languages, tools and frameworks. The users can then integrate the

applications into their existing IT environments [21].

2.2.3 Infrastructure-as-a-Service

Infrastructure-as-a-Service (laaS) offers users access to fundamental computing resources.
‘“The capability provided to the consumer is of provision processing, storage, networks, and
other fundamental computing resources where the consumer is able to deploy and run
arbitrary software, which can include operating systems and applications (for example, host

fire walls)’ [22].
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laasS is considered to be the existing foundation of cloud computing [3]. It supports the
business service model by providing an outsourced basis for the infrastructure. laaS
typically provides hardware, storage, servers, and data centre space or network
components. laasS is also known as Hardware as a Service (HaaS) [23]. 1aaS is attractive for
new companies because there is no need to buy equipment, hire people to manage the
hardware systems, or even deal with real estate to build a warehouse to hold the equipment.
However, laaS can also be adopted by the existing companies to reduce the costs associated
with these activities, for example, when the existing in-house infrastructure reaches its end

of life.

In laaS, the user has the most control and can run any operating system and applications
inside virtual machines (VMs). This control diminishes in PaaS where users are only
allowed to develop applications with the resources provided to them, for example, a Java
software development stack. Further restrictions are improved in SaaS where the user only
has control over the configuration settings in an application offered by the cloud provider

[24].

laaS platforms work with virtualisation tools that allow users to easily scale up the
resources that they are using as the need arises, only paying for the resources that they use.
These systems provide a metering model that charges the users on the basis of their usage

of the resources at rates negotiated beforehand.

Service-level agreements (SLAS) require the providers of laaS to ensure that the servers
continue to function correctly and are adequately maintained. The providers of laaS are
required to give guarantees from the hardware level to the software management level and
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to provide security for an laaS level. Examples of 1aaS providers include Amazon EC2 and

S3 [25], Terremark Enterprise Cloud [26] and Rackspace Cloud [27].

laaS provides unique benefits but has created new security risks for the IT community. For

example, laaS provides management tools that support administrative operations on VMs

(for example, delete, add and update), which provides a possible avenue of attack [25].

2.3 Cloud computing classifications

The following are the four main cloud types, based on who controls the data:

Public cloud: This type of cloud is managed and operated by a third party or an
organisation that sells cloud services and applications through the Internet. The services
are available in this cloud type through a variety of pay models, such as pay-as-you-go
and fixed-price models for the users. Google and Amazon implement examples of this
cloud model.

Private cloud: This cloud model is managed by a private organisation that has its own
management, or the cloud can be managed by a third party. A private cloud relies on the
virtualisation of an organisation’s existing infrastructure [28], giving the company the
opportunity to obtain the benefits of the cloud while retaining control of its system.
Examples of these models are Big Data and the Chargeback tool [28].

Community cloud: This cloud model shares the deployed applications between
different companies to serve a specific community that has common concerns. The
users can run their applications internally and globally, for instance, by using high-end
security products to ensure working on dedicated clouds and compliance within certain

regulations.
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e Hybrid cloud: This is a cloud model that is made by a combination of a private and a
public cloud, or more than two clouds. The cloud infrastructure is connected together
by standardised technologies to enable data and application portability [9]. Developers
can choose the cloud infrastructure on which a given application will run. For example,
when a company leverages a number of SaaS applications, it can move data between

private and data centre resources.

2.4 Virtualisation in the cloud

Virtualisation is a technique that provides users with a virtualised software environment
practically identical to what they would have on dedicated hardware. Each of these
environments is called a VM. Figure 2.1 shows the architecture of virtual and traditional
systems, where virtual systems can provide more software environments than a traditional

system by using the same hardware facilities.

Traditional Architecture Virtual Architecture

Figure 2.1: Virtual architecture and traditional architecture [80]

Virtualisation offers a set of professional management tools called a virtual machine

monitor. The most common specialised software to manage VMs is a hypervisor [29].
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Sabahi defines a hypervisor as ‘one of many virtualisation techniques which allow multiple
operating systems, termed guests, to run concurrently on a host computer, a feature called
hardware virtualisation. It is so named because it is conceptually one level higher than a

supervisor’ [29].

It is usual for hypervisor layers to be used to run multiple operating system guests or VMs
that are installed between the operating system and the hardware. To consider how a
hypervisor virtualises hardware, we need to consider the features that hypervisors have. The

most concerning features are as follows [30]:

e Base OS used: It is the operating system used to support the service.

e System updates: The system should be able to periodically apply updates on the
platform to match the market and user requirements.

e System architecture: It refers to the type of architecture that the system uses, either a
bare-metal or a hosted virtualisation.

e Supported virtualisation technologies: Two types of virtualisation technologies can be
used by the system: (1) bare-metal virtualisation where the hypervisor has direct access
to hardware resources and (2) hosted virtualisation where the hypervisor needs to be
installed on the server’s operating system.

e CPU scheduling features: These refer to the way the CPU scheduler works and the
functions it performs (for example, control with VM reserve, VM limit, and relative
weight).

e Symmetric multi-processing (SMP) scheduling feature: It is the single scheduler system

used for all CPUs.
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e Memory address translation mechanism: It is the mechanism to manage the memory in
the system (for example, a shadow page table is a mechanism that allows a system to
run more than one type of operating system concurrently).

e Disk management features: These are the techniques used to manage the storage disks
of the system.

¢ Network management features: These are the techniques used to manage the network of
the system.

e Performance time: It refers to the time taken to perform a single job from arrival to
completion for each user in a single VM in the system.

e Performance isolation provided and level of performance isolation: These refer to the

mechanism used to isolate VMs from each other and to what level.

There are many different types of hypervisors, from open source to commercial. It is up to
the individual administrators and enterprises to determine which type of hypervisor would
best meet their service requirements, taking into consideration details such as hypervisor
performance, features and price. However, most hypervisors have the same goals to provide
infrastructure; only the underlying technologies vary. The operating systems that support

hypervisors are mostly split between Windows and Linux products [30].

Container management tools are another type of tools that can be used in virtualisation;
new virtual systems rely on facilities provided by an operating system on the underlying
hardware that shares the same kernel, and do not require separate operating systems for
each virtual system, as VMs do. Containers use a single storage plus smaller deltas for each

layer, whereas hypervisors consume storage space for each instance [31].
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VMs are normally divided into the following two major types [32]:

e System VM: It is software designed for virtualising hardware, sharing the underlying
infrastructure resources among different VMs. It supports multiple operating systems
for users running on the same physical machine as the underlying system. Examples
include VMware, Virtual PC and XEN [33].

e Process VM: It is application software that installs on the top of an operating
system/hardware combination to carry out machine instructions and system calls for a
single process. Examples include Oracle’s Java VM architecture and the Microsoft

Common Language Infrastructure [30].

VMs have provided many benefits for the IT industry. Some of these benefits are as

follows:

e VMs provide cost savings by minimising the need for physical infrastructure and
consultation.

e VM environments give administrators the ability to remotely arrange backups and
manage failure easily in the case of a disaster.

However, VMs can also present delivery challenges and vulnerabilities. For example, the

live migration of VMs is an attractive area for many attacks such as the man-in-the-middle,

denial of service and stack overflow attacks [6]. Another issue with VMs is that the

performance of a VM is poorer than that of a real machine running the same software [6].

This is attributed to the fact that the VM executes commands in a common environment

that may share the entire infrastructure between different consumers, which may cause a

slowdown of processes when priority is given to one of the other consumers. Another
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reason for the process slowdown in VMs is the need for instructions to be interpreted by the

VM before their eventual execution on the real hardware; however, modern hardware

mostly overcomes this limitation [6].

2.5 Cloud computing advantages and disadvantages

Cloud computing allows consumers to obtain and configure computer resources with

minimal effort. Cloud computing offers an attractive environment to the IT industry which

promises to reduce electricity usage and carbon emission [34]. Besides these benefits, there

are numerous other benefits that cloud computing can offer, such as the following [3], [5],

[35]:

Cost saving: The partitioning of the infrastructure for providing multiple operating
systems and applications plays a significant role in the cost savings due to cloud
computing. Businesses have taken advantage of renting (rather than buying) their
computer services and using the pay-per-use billing model facilitated by cloud
computing.

Mobility of information: A benefit of cloud systems is the ability to access data from
anywhere anytime; in its simplest form, a user just needs a browser connected to the
Internet.

Ease of backup and disaster recovery: Some cloud providers offer scheduled backup
(automated backup) and recovery services for user data with professional options to
achieve their demands and make them comfortable in case of a disaster.

Scalability and attractive architectures: Users can scale their cloud services or storage

up or down depending on their current requirements. Devices can be added instantly to
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improve performance, and clients have access to the core material of the cloud on their
global devices such a PC, laptops and/or smartphones.

e Increased storage capacity: The cloud may offer the user storage space, and more
storage can be provisioned at the consumer’s request. This eliminates concerns about
the lack of storage space and, at the same time, saves companies the need to upgrade
their equipment, thus reducing the overall IT costs.

e Diversity of devices and local independence: A cloud computing service can be availed
from different types of devices. The flexibility of the provided services is very attractive
for cloud users to access data from anywhere anytime, for example, from their own

mobile phones.

Since the inception of cloud computing systems, it has been clear [10], [36], [14], [17], [37]
that cloud computing offers considerable benefits to its users. However, it is a tool that also
comes with its own set of problems and shortcomings. A problematic impact of cloud
computing could occur if the user wishes to change its cloud provider. It can be a huge risk
and costly to transfer data from the old provider to the new provider and may not even be
possible at all (for example, if the old provider has gone out of business and is no longer
online). Further, it is difficult to ensure that data have been deleted from the old provider
after the user has moved. There are also occasional technical difficulties that might result in
downtime for cloud computing systems. Like any other system, cloud computing may face
breakdowns even with the best providers; for example, Amazon Web Services has gone
down several times [36]. Even if the cloud provider is operational and if the network

connection to the provider is broken, no access is possible.
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Another issue with cloud computing is that the underlying infrastructure of a cloud is
hidden and the users have little or no control over where their data are saved. Data might be
stored in countries that have restrictions and rules regarding the migration of data, which
may cause issues with different privacy standards, whilst in other countries, the privacy
laws or their enforcement may be comparatively lax. For example, the data stored in the

USA and the EU are subject to different laws [38].

Businesses are concerned with cloud security as they might have private data and sensitive
or confidential information that may not be secure in remote infrastructure. A survey [3] by
Cloud Security Alliance (CSA) and Institute of Electrical and Electronic Engineers (IEEE)
showed that companies across the world are willing to move to cloud computing but the
security needs to be compatible with the large and growing scale of the world’s data under
management in cloud computing. Cloud security will be examined in more depth in Section

2.9.

2.6 Network security

Network systems have provided many advantages to organisations, enabling access to
facilities and computer resources anytime from anywhere, and might be considered a
technological revolution. However, organisations need to give more attention and
consideration to their system security and need to guarantee that unauthorised individuals

cannot access their information.

One of the most unwanted situations to occur in networks is unauthorised access. This type
of access may be accomplished by an outside or inside company intruder, or both. Such

access may cause considerable damage to the company’s reputation by stealing its
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important data, which reflects negatively on the company’s commercial dealings and

reduces its customer’s trust in it.

A number of risks and threats exist in the operational environment of computers and
networks, particularly where they can become exposed to security breaches. There could be
various reasons for the vulnerability, including an incorrect installation of systems, an

incorrect usage or malicious software.

In general, information sharing among two or more computers over a network may be
exposed to the risk of intrusion. There are four ways of intrusion that can negatively affect

the system [39]:

e Interception: An unwanted entity between the transmitter and the receiver steals the
information.

e Interruption: Any unwanted entity between the conversation of two nodes stops the
message and prevents it from being passed to the destination.

e Modification: An unwanted entity at the middle of conversation of two nodes changes
the sender’s messages, modifying their information before forwarding them to the
receiver.

e Fabrication: A type of lie; here, one party is fabricated, and the other participants on the

network are unaware that the messages are not from a valid participant.

2.7 Network security threats/attacks

The definition of threat can be expressed as any possible action which causes damage to a

network, data, users or security goals, either in a hostile manner or accidentally. This
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unwanted damage, change or security bypass in the hostile/accidental manner is known as

an attack on the network.

There are two types of threats: passive and active. A passive attack is a network attack that
involves getting access to a link or device and consequently, the data [40]. Active attacks
involve active attempts to breach security leading to modification, redirection, blockage or

destruction of data, devices or links [40].

2.7.1 Unauthorised access

A high-level term, ‘unauthorised access’, refers to multiple types of attack. The objective
behind these attacks is to obtain access to resources that are not supposed to be provided to
the attacker by your machine. For instance, a web server as the host should respond to
anybody who makes a web page request. However, this host should not provide command
shell access without being sure that the person making such a request is someone who

should get it, such as a local administrator.

With this type of attack, the hacker can use many techniques, including the following:

e guessing passwords for a well-known account, for example, the administrator;

e accessing the password file and using a password-cracking program [41]; and

e using social engineering, which is often the easiest way to gain unauthorised access
to the network recourses in any network; here, a hacker calls various users about a
network problem, gathers information about the network and starts using this
information to attack the network.

Some types of unauthorised access are discussed below.
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2.7.1.1 Malicious association

Malicious association is when a cracker or hacker gains access to a company by using a
wireless device via a cracking PC instead of the company access point. The cracking PC is
called a ‘soft access point’ that is used by the cracker to act like the company’s access
point. Various unwanted activities can occur when an attacker takes over the company
access point, such as password stealing, attacks on networks and more dangerous activities,
such as executing Trojans, by getting unsuspecting users to connect to the fake access
point. The purpose of such an attack may not to be break into a VPN or breach security, but

may be to try to take over the current clients to gain important data.

2.7.1.2 Man-in-the-middle attack

This type of attack seems to occur in the middle of a conversation between two parties in
such a way that the attacker makes independent connections with the victims, to have them
send messages via the attacker while believing they are using a private connection. The
flow of information on the real network becomes available to the hacker. This attack and
the type of access enable hackers to ‘sniff’ traffic over the network, and this can occur
because of security faults. The wireless tools LANjack and AirJack [42] help hackers to

launch man-in-the-middle attacks by automating various steps required to perform them.

2.7.1.3 Injections

Injection attacks refer to a wide class of attack vectors that enable an attacker to provide a
trusted input to a program, which gets processed by an interpreter as part of a command or
query which alters the course of the execution of this program. The following four

processes are required for such an attack:
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The technology that the system is running should be identified.

Programming languages and hardware processing issues are major instigators of an
injection attack. An investigation is required to secure the network by trying common
injection attacks. Various avenues can be used by the attacker to gain information, such
as the footers of web pages, error on pages, viewing of the source code of the page and
the use of various tools, including Nessus, Nmap and THC-Amap [43].

All possible user inputs should be identified. There may be the identification of the
usual and expected inputs, which may include an HTML page. Web applications can be
accessed in many ways by an attacker. Hidden HTML code can be accessed or changed,
which may be sent as an input to the system; cookies can be used by the attacker; and
backend languages and scripts such as Java script can be accessed. All of the data input

within HTTP or POST are considered the user input.
Identification and detention of this type of information, which is risky for the network,
should take place in a timely manner to prevent an attack. The user input becomes risky

because of the applications that provide detailed information about the user input.

2.7.1.4 Eavesdropping

Secretly listening and stealing private information during conversations that are believed to

be confidential, and for which such listening is unauthorised, is termed eavesdropping. This

process compromises the confidentiality of the information, but its integrity remains intact.

This process can occur on wireless networks as well as wired networks. The execution of
eavesdropping on a wired network is difficult, as it requires an attacker to physically

connect to the network over which the data are being transmitted.
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Eavesdropping can be enabled by compromisers at a number of positions in the network. A
vulnerability in any node on the entire network may allow the attacker to penetrate through
the network to exploit the entire network and probe through all of the packets being
transmitted on this network, even if the addresses of the packets are different from the
address of the attacker. In eavesdropping, all that is needed by the attacker is to be in the

wireless network coverage area or have software that allows him/her to eavesdrop.

2.7.1.5 Phishing

Phishing is an attack intended to persuade the victims to give away their information such
as credentials or account information. Phishing is characterised as a strategy used to
misleadingly gain data, including an individual’s information, managing an account and
credit data, passwords and other record numbers from Internet clients, by utilising messages
and sites intended to resemble a legitimate business, monetary organisation or government
office. Phishing is a developing trick; with each attack comes another technique to help the
phisher bait more victims. It is difficult to identify and avoid phishing attacks as they, from

time to time, have qualities similar to those of legitimate requests.

2.7.1.6 Accidental association

There are a number of methods to gain unauthorised access to a company wireless and/or
wired network. ‘Accidental association’ is one of these methods. When a user switches on a
computer system and attaches it to a wireless access point of a neighbouring company’s
overlapping network, the user may be unaware that he/she is connected to the wrong

network. However, it will cause a security breach and the proprietary information of the
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company may be at risk. Links can exist, and hooking up of a laptop to a wired network can

create the same issue.

2.7.2 Denial-of-service attack

An attacker tries to prevent real users from accessing information or services in a denial-of-
service (DoS) attack. The attacker directly targets the real user’s computer and/or network
connection, or the website’s computers and network that the users are trying to access. An
attack of this type can result in the denied access of email addresses, websites, online
accounts (for example, banking) or other services that are supposed to be provided by the
affected computer. The attacker sends a large number of spurious messages which the
receiver takes time to process and, while these messages are processed, valid messages
cannot get through. A distributed denial-of-service attack (DDoS) is designed by attackers
to lessen a server's ability to provide services. This is achieved by flooding the community
with purported (but fake) clients’ requests stopping the device from servicing legitimate

customers (more details in sections 2.9).

The most common DoS attacks are described below.

2.7.2.1 Slowloris

Slowloris is a type of DoS attack software that has the potential to take down a web server
by using a single computer [44]. The elegant nature of this attack means that, although it is
simple, it requires only minimal bandwidth for execution and only the target web server can

be affected, without any, or at least almost no damage, to other services and ports.
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Slowloris attempts to retain many open connections to the target web server for as long as
possible. It achieves this task by opening connections related to the target web server and
sending a partial request. Periodically, subsequent HTTP headers will be sent, and it will
add them, but the request will never be completed. Connections to the affected servers will
remain, filling their maximum concurrent connection pool; eventually, additional

connection requests by legitimate clients will result in service denials.

2.7.2.2 ICMP (ping) flood

An ICMP flood overloads the target resource with the ICMP echo request (ping) packets,
without waiting for replies, normally sending packets as quickly as possible. Both the
outgoing and the incoming bandwidth can be consumed by this type of attack, as the
target’s servers will try to respond with ICMP echo reply packets; this will result in a

significant slowdown of the system.

2.7.2.3 SYN flood

A flood scenario in the case of a synchronisation (SYN) packet is where multiple SYN
requests are sent by the requester normally, but they either result in no response to the
host’s synchronisation-acknowledgment or send the SYN requests from a spoofed IP
address. In either case, with each of the requests, the host system waits until it receives an
acknowledgement. Scarce resources result in no new connections, finally leading to the

denial of service.
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2.8 General principles to protect networks

To maintain the security of a company’s information, the company must take precautions to
prevent intruder(s) from attacking its privacy and prevent any penetration from taking

place. A thorough security policy should cover the topics discussed below.

2.8.1 Firewalls

With respect to network security, a standout amongst the most usable approaches to assist
such security is the firewall. Firewalls are used with a specific end goal of providing a
partition between an association’s intranet and the Internet. A firewall is just a gathering of

parts that on the whole, shape a hindrance between two networks.

A firewall is a framework intended to prevent unapproved access to, or from, a private
system. Firewalls can be executed in both equipment and software, or a blend of both.
Firewalls may be used to keep unapproved Internet clients from accessing private systems
associated with the Internet, particularly intranets. All of the messages entering or leaving
the intranet go through the firewall, which examines each message and blocks those that do

not meet the predefined security criteria.

Effective security planning assists firewalls to work more effectively, and a well-designed
security policy enables it to be executed efficiently. Its effectiveness improves with

connections to antivirus software, detection systems and various other tools.

2.8.2 Intrusion detection systems

An intrusion detection system (IDS) is a software or hardware device that monitors

networked systems for suspicious actions and alerts the framework or system administrator
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if any unusual activity is detected. The IDS may occasionally react to anomalous or
malicious traffic by taking action automatically, for example, blocking the client or source

IP address from getting to the system.

IDSs arrive in an assortment of ‘flavours’ and approach the objective of distinguishing
suspicious movement in various ways. There are network-based (NIDS) and host-based
(HIDS) intrusion detection systems. There are IDSs that identify particular signatures of
known threats; for example, antivirus programming software distinguishes and secures
against malware. Further, there are IDSs that contrast activity designs against a baseline

and search for anomalies.

IDSs come in a variety of flavours and detect suspicious traffic in different ways.

2.8.2.1 NIDS

A network-based intrusion detection system, NIDS, detects unwanted activity, such as a
DoS attack, scanning of ports or hacking into a computer by examining the traffic on a
network. It attempts to identify any malicious or unwanted packets of data when the entire
packet enters the network by detecting the signature of unwanted patterns that do not

‘follow the rules’.

2.8.2.2 HIDS
A host-based intrusion detection system, HIDS, requires individual hosts and devices
connected to the network where IDSs execute. The incoming and the outgoing traffic from

the devices is monitored by HIDS, which alerts the user about any unwanted activity that is
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detected. It is an IDS that monitors and analyses the internals of a computing system rather

than the network packets on its external interfaces (as an NIDS would).

2.8.2.3 Signature-based IDS

A signature-based IDS screens packets with respect to the network and compares them
against a database of signatures or properties from known malicious threats. This is similar
to the way most antivirus programs identify malware. The issue, however, is that there will
be a lag between another risk being discovered in the wild and the signature for identifying

that threat being connected to your IDS.

2.8.3 Cryptography

Cryptography is the method of writing and converting data into a format that is unreadable
for unauthorised users, where only the intended recipient can reverse it into a readable

format to obtain the original message. It is a tool used to hide data in both the transmission
process and when stored. It is a technique that can provide virtually unbreakable protection

to sensitive information.

Cryptography requires the following two main components:

1. acipher, which means that the encryption process used to hide data during transition
or/and storage; and
2. keys required to perform the encryption/decryption processes. They are the core part of

cryptography operations used to transform the text into cipher.

Cryptography can be divided into two main categories as discussed below.
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2.8.3.1 Symmetric encryption

Symmetric encryption is one of the most familiar cryptography techniques used to protect
data. It applies a secret key to the original text of a message to change the content in a way
that cannot be read by any others except those who have the key to encrypt/decrypt it (see
Figure 2.2). Encryption is the process of changing data into the cipher text form that cannot
be understood by anyone except the authorised parties. Decryption is the process of
decoding the encrypted text and converting it back to the original text. The key could be a
number, a word or a string of random letters. That key is shared between two or more
parties and can be used to encrypt private information. Sharing the key is a drawback for

this encryption mechanism, because anybody who knows the key can read and create
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Figure 2.2: Symmetric encryption [45]

Advanced encryption standard (AES) [46] is an example of a symmetric encryption
algorithm. AES is a symmetric block cipher chosen by the US government to protect
classified information and is implemented in software and hardware throughout the world
to encrypt sensitive data. In present-day cryptography, AES is widely adopted and
supported in both hardware and software. To date, no practical cryptanalytic attacks against

AES have been discovered. Additionally, AES has a built-in flexibility of key length,
48


http://searchsecurity.techtarget.com/definition/block-cipher

which allows a degree of ‘future-proofing’ against progress in the ability to perform

exhaustive key searches.

2.8.3.2 Asymmetric encryption

Asymmetric encryption applies two keys to encrypt the information (see Figure 2.3). A
public key is published to all the users of the system, and the private key is made available
only for a specific receiver customer who will receive the information. The public key can
be represented in a short sequence of bytes that simplifies it during the cryptography
mechanism. The short sequence is called a fingerprint and can be certified to represent the
public key. A message that has been encrypted using the public key can only be decrypted
by applying the matching private key to the encryption algorithm. Any message that is

encrypted using the private key can only be decrypted by using the matching public key.
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Figure 2.3: Asymmetric encryption [45]

RSA may be considered one of the most secure methods of data transmission and is named
after its designers: Rivest, Shamir and Adleman [47]. RSA utilises public and private keys
that are based on a pair of large random prime numbers. Its security depends on the

difficulty of factorising large numbers. Public keys can be stored in any location without
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compromising the security of the system, although there is an issue in determining that a

public key does in fact belong to a particular person.

2.8.3.3 Hash functions

A hash function is one of the secure mechanisms used to produce a fixed-size alphanumeric
string as an output without changing the original message content [48]. The string is called
a hash value or message digest, as it contains a string of digits generated by a one-way
function that verifies whether the input matches the hash value. It is nearly impossible to
retrieve the original data from only the hash value, and unfeasible to fabricate a data block
that matches a given hash value. A hash function can be used to ensure that the information

sent from the sender is identical to the information received by the recipient.

SHA-2 functions

SHA-2 is a family of cryptographic hash functions designed by the US National Security
Agency (NSA) [49]. The office provided a number of test vectors to check the accuracy of
the capacity usage. SHA-2 encodes a byte cluster or rundown of whole numbers, or the
characters of a string (utilising the default framework encoding) into a SHA-2 process as a

hex string.

An SHA-1 hash produces a hash value which is typically rendered as a 40-digit-long
hexadecimal number. It is no longer considered secure against well-funded opponents.
SHA-2 incorporates considerable changes from its antecedent, SHA-1. The SHA-2 family
consists of six hash capacities with digests (hash esteems) that are 224, 256, 384 or 512

bits: SHA-224, SHA-256, SHA-384, SHA-512, SHA-512/224 and SHA-512/256.
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SHA-256 and SHA-512 are novel hash capacities registered with 32-bit and 64-bit words,
separately. They utilise diverse move sums and added substance constants, yet their

structures are generally essentially indistinguishable, varying just in the number of rounds.

e SHA-2 is one of the strongest calculations that has no known attacks for it as indicated
by NSA.

e The message is broken into 1024-bit chunks.

e The introductory hash esteems and round constants are stretched out to 64 bits.

e There are 80 adjusts and not 64.

e The message plan exhibit has 80 64-bit words and not 64 32-bit words.

e The circle to broaden the message plan exhibit is from 16 to 79 and not from 16 to 63

e The round constants depend on the initial 80 primes: 2...409.

e The word measure utilised for computations is 64 bits in length.

e The attached length of the message (before pre-handling), in bits, is a 128-piece huge

endian number, and the move and pivot sums utilised are extraordinary.

2.8.4 Security solution frameworks

In today’s world, the volume of information is increasing every second and threats proceed
to change and develop weakening security systems to respond to attacks. Many solution
frameworks have been implemented to empower security and to protect people’s data. The

security architectures that help to enhance the defences are as follows:
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2.8.4.1 Spring security core
Spring security core is a framework that provides a security base to build secure
applications. It focuses on authorisation/authentication to secure data [50]. It attempts to

allow basic and advanced usage, securing URL, views and methods.

Spring security supports access list control (ACL) to authorise the users of applications. An
ACL is a list that informs the system which user can exercise which privileges over a
particular system object. The list has an entry for each system user along with the
corresponding access privileges. The privileges allowed include read, write and execute. A
read access right allows the items stored in the computer memory to be read. A write access
right allows the items stored in the memory to be changed. An execute access right allows

the locations of the memory to be fetched as instructions.

2.8.4.2 Security assertion markup language

Security assertion markup language (SAML) is another framework that exchanges
authorisation and authentication between parties. It was developed by OASIS Security
Services Technical Committee to define roles amongst applications. Typically, the main
roles of the framework are the principal, which is typically a user, the identity provider and

the service provider [51].

SAML works by the users requesting authentication from an identity provider through an
interface module. Then, the identity provider, which has the certificate fingerprint of the
service provider, retrieves the user authentication details and validates it by using the
certificate fingerprint. The identity of the user is established, and the user is provided with

app access.
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2.8.4.3 Kerberos

Kerberos is a computer network authentication protocol that provides a mechanism for
authentication between clients and a server, or between servers. It provides tickets to permit
nodes communicating over an unsecure network to prove the nodes’ identities to each other
in a secure manner [52]. The Kerberos authentication protocol builds on symmetric key
cryptography and may optionally use public-key cryptography during certain phases of
authentication. It requires a third party to check the clients’ requests and the issuing of

tickets to permit the access on the basis of their authorisation details.

A client verifies itself to the authentication server (AS), which advances the username to

a key distribution centre (KDC). The KDC issues a ticket-granting ticket (TGT), which is
time stamped, and encodes it using the TGS’s mystery key and returns the scrambled
outcome to the client’s workstation. This is done rarely, normally at client login; the TGT
expires sooner or later in spite of the fact that it might be re-established by the customer’s
session manager while he/she is signed in. At the point when the customer needs to speak
with another node (‘principal’ in Kerberos parlance), to some service on this node, the
customer sends the TGT to the ticket-granting service (TGS), which normally shares the
same host as the KDC. Each service must be enrolled at TGT with a service principal name
(SPN). The customer uses the SPN to ask for access to this service. Subsequent to
confirming that the TGT is legitimate and that the client is allowed to access the requested
service, the TGS issues the ticket and the session keys to the customer. The customer at this

point sends the tickets to the service server (SS) alongside its service ask.
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2.9 Cloud computing security

Security is a major concern in cloud computing [53] because resources are held by a third
party with little oversight from any individual users or group. Services such as the global
sharing of computing resources offered by the cloud are attractive to attackers from around

the world [36], [21].

Cloud users can upload and download their data from anywhere anytime. The data might
include private information, such as credit card details or medical information, or political
data for large countries. Countries might feel that the cloud is the safest place to save their
data because it has many options for security, recovery and backup. However, it is still a
system that can be broken into, as evidenced by examples that will be discussed later in this

section, which refer to cloud systems that have already been attacked.

Security and privacy are issues that remain major concerns and prevent business
deployment to cloud systems. With online data storage services, a new method of breaking
the privacy of data has become available. For example, countries may use some services
offered by cloud providers to obtain information about others. Recent reports [54] show
that some governments have been extracting files from the Internet to obtain information
about other countries. Therefore, online data storage may put the data at risk, possibly
without any guarantee of their safety. NCC Group showed in its 2014 research [55] that
72% of respondents are afraid of using cloud computing in the future because of concerns
over the data not being backed up and issues of disaster recovery and of privacy and
security. The research surveyed CIOs from financial services firms with more than 1,000

employees.
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Further, the increasing number of incidents of malicious attacks was a reason for such a
high percentage in the cyber security study in 2011 [56]. For example, a large number of

Twitter users leaked their own private data to a French social engineer in 2009 [57].

Google’s transparency report shows that the company receives requests from governments
and courts from around the world to gain access to user data, or to remove content that
overreaches the government roles [54]. It also shows the numbers of these requests over six
months for each government. One of the largest percentages of requests concerns privacy

and the security of others.

Cloud computing faces challenges to ensure that the security of applications and the
infrastructure are solid, while still completing the tasks required by the users. Some of the
challenges, from the eyes of the cloud consumers [58], are attributed to the fact that the
critical data of different consumers are stored in the same data centre. Furthermore,
companies participating in the cloud may lose control over data because these data are
managed by third parties. Another factor may be that not all providers offer the same

security guarantees in their agreements with customers.

CSA has recently released research that focuses on threats to the cloud [59]. Based on this
study, it provided the needed context to assist organisations in making educated risk
management decisions regarding their cloud adoption strategies. The seven main threats

listed through this research are as follows [59]:

e Abuse and nefarious use of cloud computing: Some cloud systems offer customers
unlimited free trial registrations to their services, or anybody with a valid credit card

may be able to register and use the cloud services. By abusing the relative anonymity
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behind these registrations, attackers have been able to conduct their activities with
relative immunity.

Insecure APIs: The security and vulnerability of cloud services are dependent upon the
interfaces that the cloud providers expose, to allow their customers to interact with their
services. Additionally, third parties and organisations may use these interfaces to build
their own interfaces to offer value-added services to their customers. The new interface
layer adds more complexity to the cloud providers’ security and might increase the risks
as it typically requires the organisations to release their confidentiality to third parties to
enable their agency.

Malicious insiders: The level of access granted to an adversary because of the lack of
hiring standards could give the chance to such an adversary to gain confidential data or
take control over the cloud services and perhaps cause a financial impact and/or large
amounts of damage and losses.

Shared technology vulnerabilities: The lack of strong isolation between architecture
tenants that use the same infrastructure could enable guest operating systems to gain a
certain level of control over the underlying platform.

Data loss/leakage: Compromising data could be achieved because of a few reasons,
such as changing or deleting records without having a backup for the original contents
or unauthorised access to sensitive data from different parties. This has increased
recently with the use of cloud computing and become more dangerous [59]. This could
be attributed to the operational characteristics or the architectural environment of the

cloud.

56



e Account, service and traffic hijacking: Attackers may use their common methods to
hijack services and reuse the credentials and passwords to achieve further steps such as
controlling service availabilities. If an attacker gains access to credential data that
contains a cloud service supplier, then the attacker might use the supplier service
instances to become a base for him/her. Furthermore, the attacker may leverage the
power of supplier reputation to launch subsequent attacks.

e Unknown risk profile: Cloud computing providing services supply hardware, software,
security and even maintenance which allow companies to focus on their business
growth. However, security details and internal compliance are not known for the cloud
customers, and they may have an unknown risk profile. The obscurity in cloud security

might result in unknown exposure.

These threats should be taken into consideration by organisations that are planning to move
into the cloud. By studying the environment of the threats, organisations can select the

appropriate security controls, allowing them to reduce the risks of potential attacks.

With all the challenges and threats around cloud computing, security incidents have
continued to increase [59]. Over the last ten years, there have been many security issues

related to cloud computing.

A few examples of the relevant recent exploits are described below.

The Twitter social network was attacked by French attackers by using stolen administrator
privileges. Twitter internal business documents and personal information were leaked to the
technological website ‘Tech Crunch’ [60]. A 25-year-old successfully used social

engineering to illegally gain access to the former US President Barack Obama’s Twitter
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account, as well as some other users’ accounts, including the accounts of well-known
entertainers Britney Spears, Ashton Kutcher and Lily Allen. The attacker put 13
screenshots of Twitter’s admin panel under the handle of ‘Hacker Croll” and commented

that ‘The images were taken from the admin area that was secured with hatches’ [61].

Another data theft was inflicted on VVodafone, a cloud provider and one of the biggest
mobile phone and broadband providers [62]. Over two million German Vodafone
customers’ names, addresses, dates of birth and bank details were compromised by this
theft. The attack was perpetrated by a malicious ex-administrator who used to work for the

Vodafone Company [63].

White Lodging Service Corp., the management firm for many hotels including Marriott,
Holiday Inn and Sheraton, said it detected a breach in 2013 in the guests’ credit card data at
certain hotels [64]. The company said that this breach took place between 20 March and 16
December 2013 at the food and beverage outlets of 14 hotels, including some operated
under the Westin, Renaissance and Radisson names. The names and numbers on
consumers’ debit or credit cards, security codes and card expiration dates were stolen by

the cyber criminals.

Peter G. Neumann is Senior Principal Scientist at Computer Science Lab, SRI International,
and a moderator of the ACM Risks Forum. He considered the existing and the new types of
risks inherent in cloud services in his publication in Communications of the ACM [65]. He
stated that ‘Cisco Systems had a private crypto key embedded in their VOIP manager that

allows unauthorised control of sensitive messaging gear’, and ‘Dropbox’s sharing services
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were hacked, resulting from a security hole in its link-sharing scheme. The exploits were

also disseminated by the perpetrators’.

Amazon EC2 is a large provider of cloud services. It was designed and built to provide the
best environment for consumers and to prevent outages. However, Amazon servers went
down for 15 min, affecting many of its customers across the US and Canada. Users only
got an error message when trying to access some popular shopping websites that use the

EC2 provider [66].

Another instance happened to the Sony company when an attacker used Amazon’s EC2

service to rent a server to attack Sony’s Play Station Network [67].

Another victim of data theft was a company called Epsilon, where a large number of details

from its user databases were stolen [68].

Stratford is another company that had information stolen. More than 860,000 user names

and passwords and 75,000 credit card numbers were stolen [69].

From the previous descriptions of the cloud and the examples given above, it is clear that
hackers can benefit from cloud computing services to gain unauthorised access to users’
critical data and information. Attackers have numerous techniques to illegally access
specific objects or use the large scale of clouds to spread attacks. There are different types
of attacks discussed in cloud computing, but the most concerning, which will be examined
below, are the malicious insiders attack, denial-of-service attack, cross VM side-channel
attack, attacks targeting the shared memory, and phishing attacks. Sometimes, an attack

might be a combination of two or more different types [70], [71].
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An insider attack is a type of a malicious attack that is committed to a network or computer
system by a malicious insider. A malicious insider has been defined by CERT Insider
Threat Centre as a ‘former or current employee, contractor, or other business partner who
had or has authorised access to an organisation’s system, data, or network and intentionally
misused or exceeded that access in a way that negatively affected the organisation’s
information availability, integrity or confidentiality’. This new definition of malicious
insider differs from the old definition of CERT in that it considers contractors and business
partners to be potential malicious insiders who have access to the organisation’s systems

[72].

CERT considers a contractor to be a potential malicious insider because the contractor
could be granted access to the information of the clients and their systems and networks.
Furthermore, organisations often relax nontechnical control for contractors more than for
employees [73]. Further, because trusted business partners have been responsible for
numerous attacks, they are also included in the definition. The authors of [73] have

discussed insiders and malicious insiders’ concepts in relation to cloud computing.

Insider attacks are one of the most harmful and serious risks to cloud computing. According
to the 2011 Cyber Security Watch Survey conducted on 607 businesses, government
executives, professionals and consultants, 21% of the cyber attacks were caused by
insiders. Further, 33% of the respondents thought that the insider attacks were more costly

and damaging than the other attacks to organisations [56].

A denial-of-service (DoS) attack, or distributed denial-of-service (DDoS) attack, is another
common example of an attack in the cloud. While the DoS attack type needs only one
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attacker to achieve its goals, the DDoS attack needs two or more attackers [74].This type of
attack stops servers from performing their duties because they are too busy handling the
spurious requests. Hence, DoS or DDoS attacks can result in a loss of revenue for the
provider and its clients. The damages of this type of attack can affect numerous users who
rely on the systems under attack. Companies have reported losses ranging from $10,000 to
$100,000 per hour during a DDoS attack [75]. DDoS attacks are now frequent and constant
[74], and attackers keep changing their methods to keep ahead of methods that thwart these

types of attacks [74].

One of the most concerning attacks in cloud computing is the VM side-channel attack [76].
To perform such an attack, the attacker uses software to break out of one VM and into
another by gaining unauthorised cryptography secrets from the lower infrastructure. A
cloud company that executes VM on shared physical infrastructure with public clients is the
typical target for this type of attack. As each VM can run a different operating system, each
may have its own vulnerabilities. This gives these VM attacks more opportunity to abuse
the shared resources [76], [77]. The attacker gains tenancy on the same physical
infrastructure as the target in an attempt to steal critical data over a period of time. Even if
the cloud provider offers a perfect service, sharing per-core CPU information such as L1
data and instruction caches may allow the theft of cryptographic secrets [77]. In fact, some
hypervisor developers have realised the risks of these attacks and applied protection using
the conventional access control mechanisms to logically isolate the VMs [77]. An example
of a security vulnerability to achieve a VM side-channel attack is VENOM, where
‘VENOM is a security vulnerability in the virtual floppy drive code used by many

computer virtualisation platforms. This vulnerability may allow an attacker to escape the
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confines of an affected VM guest and potentially obtain code-execution access to the
host. Without mitigation, this VM escape could open access to the host system and all other
VMs running on this host, potentially giving adversaries significantly elevated access to the

host’s local network and adjacent systems’ [78].

The basic concept of cloud computing is to deliver shared infrastructure for several clients,
potentially in different regions. Some attackers use this feature to target the shared memory
that might have critical data for some other users [79], making this environment a good
target for an attacker. Once the attacker gains access, then he/she can transmit valuable

information to his/her device [76].

In a phishing attack, the attacker circumvents the system security for a user by sending
messages pretending to be from trusted companies, banks or governments to trick users into
giving their private information (for example, credit card details, email addresses and
passwords). Once these data are obtained, they can be used to achieve the scammer’s goals
[80]. Another technique that phishers could use to obtain data from victims is to send
warning emails with known titles (bank, university and so on) to the victim warning
him/her of losing important data. Therefore, the victim follows up with the emails that
might have a link to solve the problem. When the victim clicks the link, he/she is taken to a
fake website that looks like a legitimate source, which gathers specific private data from the
user. Phishing is very common [81]; attackers make use of the large scale of cloud
networks to widely send their messages. A Gartner study claims that $3.2 billion of losses
in 2007 can be attributed to these types of attacks [82]. More recently, phishing attacks

targeted Google services. Chinese hackers created Gmail accounts masquerading as senior
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US and South Korean government officials, military personnel, Chinese activists and

journalists to be used in phishing goals [83].

Researchers in the academia and the industry have developed logical and physical solutions

to solve the vulnerabilities affecting cloud computing. Some of these attempts include the

following:

Providing physical intrusion detection systems in data centres. Jakub and his team [79]
introduced a physical cyber defence mechanism that uses the actual physical features of
the data centre (for example, cameras, motion sensors and electronic locks on the door)
to determine the time an attacker would spend to gain access to the equipment
physically. Based on the time between attack detection and an actual attack, certain
defences or response actions can allow the protection of data at rest.

Jay et al. [80] in the paper titled “Improving stored data security in cloud using Rc5
algorithm” introduced a new encryption technique using the Rc5 algorithm. The user
can use this method during data transmission to produce cipher text, which is the result
of data that have been encrypted. Therefore, even if the data are stolen, they are
unreadable as only the user knows the keys to decrypt the data. This encryption
algorithm helps to avoid the traditional problems with encrypted data, such as
efficiency of operation. By using this encryption technique, the user need not worry
about the security of data in cloud storage as the data are encrypted and nobody else has
the encryption keys. This technique provides a new method to encrypt data during
transmission. However, it is still vulnerable to threats such as malicious insider attacks,
as the keys are available on the client side, making them accessible to malicious

insiders [84].
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Some cloud providers may break SLAs for financial reasons or convenience by placing
files on arbitrary physical hard disks instead of placing the files on particular hard disks
as agreed in the client’s SLA. To save users from such negligence, a ‘Chinese wall’ was
introduced by Zhan et al. [85]. This system aims to isolate each VM from accessing the
data storages of other VMs, even if they are located on the same server, by investigating
the risks of VMs residing on the same server and developing a technique for a ‘concrete
verification to detect other occasionally appeared co-resident VMs on a reserved
physical machine’. However, while this commercial policy might be able to solve one
side of having VM s residing on the same physical disk, it does not solve all the risks
around VMs, such as live migration or insider attacks [85].
Trusted Computing Group (TCG) proposed a structured cloud computing model through
several technologies to achieve security in the cloud [86]. To provide a trusted platform,
TCG introduces the trusted platform module (TPM) based on a hardware protected
cryptograph. TPM is a hardware technology that was built by the group on the basis of
international standards to implement trusted computing. The chip has several features
such as the ability to secure certificates, keys, platform state information [17] and
passwords and cryptographic capabilities to create fingerprints for systems and an
integrity check of systems and authentications. It has been adopted by many computer
manufacturing companies such as Intel, Microsoft and Boot Guard [87]. These
manufacturers have released two other technologies to support cloud security, namely
trusted network connect to provide secure networks and trusted storage to provide a fully

encrypted disk [88].
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Cloud computing is an application platform that either sits on top of software programs or
at least uses the functionality of software programs. Hence, any known software security
holes can be used to attack cloud systems that use these software programs. As Fleece
stated in his research (March 2015) [4], ‘The cloud computing implementation is still based
on hardware and application infrastructure—all the stuff IT people have worked with for

decades’.

It is becoming more difficult to consider cloud computing to be safe, particularly after
many famous cloud service providers have suffered from being hacked in different
countries and from different hackers as described above. Conventional security

measurements are not sufficient to mitigate the threats in cloud systems.

Many IT groups and academic researchers have been trying to fix the security holes in
cloud computing, but their solutions address the existing problems without completely
solving the main cause, as discussed in the previous sections. Therefore, it is time to think
of a new environment that can provide cloud services and new mechanisms of security to
perform normal operating system functions securely. The aim of this research is to build a
cloud platform based on a secure operating system to run cloud services. The base
operating system chosen to build on is Secure Persistent Execution Environment for
Distributed Operating Systems (SPEEDQS), [89] an operating system with security as the

primary goal.
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Chapter 3
Overview of computer systems

3.0 Introduction

An operating system (OS) is a software program that manages and sets the standards and
operations for all of the application programs that perform the actual work required by the
users [7]. Application programs can send requests to the OS by passing parameters, and the
OS decides whether to proceed with these requests by alternately sending back the
operation results, or if a request is not proceeded with, another return value such as a
system error to indicate that an error occurred during the processing. In addition, the user
can interact with the OS by typing commands or using a graphical user interface (GUI),

which can be considered a part of the OS. OSs perform the following functions [7]:

e User interface: communication between a user and the computer by different interfaces
such as commands, windows, menus, or some other method.

e Job management: The OS manages the applications that are executed in the system
typically controlled by using a process scheduler, which handles the allocation of
processes to the CPU, pre-emption of processes from the CPU and the selection of
another process on the basis of a particular strategy. Process management is a part of all
multitasking systems that support multiple concurrent processes or tasks, and this
feature exists in all major OSs today.

e Memory management: The OS manages each memory location in the system, and
deciding which processes have access to which parts of the memory, which locations

are allocated or free and when memory is allocated, which memory is assigned.
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e Data management: The OS tracks all of the data on disk or other storage devices.

e Device management: The OS controls peripheral devices such as printers and
keyboards by sending them commands that they can understand and interprets messages
sent back by the hardware.

e Security: The OS provides security to the user. For example, providing password
protection to prevent unauthorised access, and backup and recovery techniques to save

data from being lost because of hardware, software or environmental mishaps.

3.1 Computer memory

Computer memory can be classified as either main memory (volatile) or secondary memory
(non-volatile). The volatile memory maintains information while the power is on. An
example of this memory is RAM, which is designed and implemented to store data in. This
data are lost when the power is lost because the memory requires power to save/maintain
data. However, conventional systems also have secondary memory (for example, disk or
flash memory) that provides the basis for file systems and can store data even after the
power is switched off. Each type of memory has its own memory management system.
These management systems continually track all of the memory locations to monitor which

locations are allocated and which ones are free.

The CPU is a machine that performs the main processing work, under the control of the OS,
by using the main memory of the computer that stores the code that the CPU executes, and
the data used by or produced by the executed code. The system continually performs the

following steps:

e Fetch data (an instruction and required operands) from the main memory.
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¢ Decode the data that have been fetched from the main memory.
e Execute the decoded instruction.

e Store the result back into the main memory.

This machine implements the execution by repeatedly cycling over these four steps very

quickly.

3.2 Memory management

The demand for larger computational memory and the high cost of RAM have led to the
concept of virtual memory, [8] which exploits a part of the secondary memory to be used as
an extension of the main memory, thus creating the illusion of directly addressable (that is,
computational) memory by using a combination of (directly addressable) RAM and (file

system managed) disk storage (see Figure 3.1 below).

Persistent Virtual
Memory

Computational Memory

Figure 3.1: Representation of conventional memory management [8]

This potentially means separating the storage of the currently running programs and their
data across two media: all or part in the main memory and again all or part in the secondary

memory. This mechanism is achieved by having the OS fetch and store information in the
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disk-based extended main memory (termed ‘swap space’ or ‘paging area’) and utilising
hardware to check whether the bytes in the executing program and/or its data are located in
the main memory, and if not, to take further actions to move the bytes from the extended

memory into the main memory.

Prior to virtual memory management, the management of the main memory was based on
the reservation of memory by programmers, by dividing the memory into variable-size
blocks called segments (lumps of memory that contain logically related data of a program
and some protection mechanism) as requested by the applications. Programmers were
provided with the ability to reserve memory for their applications and add restrictions to
protect their memory. At times, this resulted in an executing program accessing a memory
location outside the segment bounds. Another drawback of this allocation strategy was that
there was no guarantee that an allocated segment was directly adjacent to a currently free
block of memory, which ended up creating a situation in which the available memory
became increasingly fragmented over time. The fragmentation of memory wastes memory
space by using it inefficiently and results in the free memory blocks being too small for any

request [90].

The consequence of fragmentation is that although the total amount of free memory is
sufficient to provide more storage, there is no single contiguous block of an appropriate
size. A consequence of virtual memory management is to defer the impact of
fragmentation, usually long enough to negate its impact. The act of moving data between
the computational and the secondary storage on demand is called ‘paging’ or

‘segmentation’. Conventional paging uses a fixed-size unit of transfer between the main
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memory and the virtual memory (the virtual page) whose size is determined on the basis of
the support afforded by the processor architecture and by the fine-tuning decisions made by

the OS designer.

This management model has two separate memory management systems: one that manages
the data stored in the main computational memory, and the other managing the data stored
in the non-volatile (disk-based) extension to the computational memory. This leads to
duplication of the memory management techniques and infrastructure, and thus more

complexity in the system.

The currently used processors typically implement only the paged virtual memory; some of
them mention segmentation in their specifications for only a group of pages. Today,
segmentation is almost extinct. The protection benefits gained through the use of segments

have taken a back seat, with the current emphasis on performance [89].

Here are some of the current memory management problems [8], [89]:

e There are two separate memory management systems.

e Hackers can take advantage of the interface between the file system and the
computational memory.

e Itis difficult to prevent subjects (people and programs) from accessing information
which they are not supposed to access.

e Itis difficult to prevent subjects from passing on the information to unauthorised third
parties.

e The file systems are the most hacked parts of conventional systems.

e The central password files are a major target for hackers.
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3.3 Shared memory

A conventional computer system provides services to users through its support for
processes. In such systems, a process can be defined as a set of tasks linked to a specific
virtual memory space to implement the system’s intended functionality [89]. This, together
with the pre-emptive process scheduling provides the illusion of there being more than one
process executing on the machine simultaneously even if the machine has a single call (that
is, multitasking). A process may use the OS functions to exchange data with other
processes in the same system. However, support for concurrent multiple active processes
creates problems with the sharing of information between processes without going through

the OS for every shared access [89].

The operating system features mentioned above, together with some others such as shared
memory that allows the same physical memory to be mapped into the virtual execution
environment of multiple processes, are supported in the common operating systems in use

today, such as Windows, Mac OS, Linux and UNIX, IBM | and DOS.

3.4 Problems with currently used operation systems

The currently used standard operating systems that are utilised for desktop computing, for
example, Windows and Mac OS X-based systems, prove to be unsatisfactory when it
comes to security where the data can still be accessed without the correct authorisation [4].
The security features in OSs have been proven to have weak implementation, in the last
decade [4]. This may be attributed to many reasons, including the appearance of Internet
services that connect different computers and users from multiple regions and countries.

Such services host data from users from all around the world that are stored in one or more
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physical places. However, these places host a considerable amount of the clients’ data on
behalf of the clients who access them regularly. Using such services on a large scale brings
security challenges to OS programmers, who are responsible for implementing security
mechanisms to prevent users from illegally or inappropriately gaining access to other users’

valuable data.

In a typical OS such as Windows or Linux, the core networking code that includes network
card drivers and various protocol stacks (802.11 and TCP/IP) runs in the kernel. This
means that a potential bug in the network code, when exploited by an attacker, can result in

a full system compromise.

One of the major problems with the currently used systems is their failure to provide
effective isolation between different programs running on one machine [91]. If the client’s
web browser gets compromised (because of a bug misused by a malicious site), the OS is
typically unable to protect the other clients’ applications and information from also being
compromised. Thus, if certain system core components get compromised, for example the
Wi-Fi driver or stack, none of the above-mentioned systems can defend themselves from a

complete compromise of all of the applications and data.

The above circumstance is an immediate consequence of certain architectural design
decisions, which include overly complex OS APIs, insecure GUI design and monolithic
kernel architecture [92]. Systems that depend on such an insecure design cannot provide
strong security. The reactive approach, which many vendors utilise today, tries to fix each
and every known security bug. In any case, such an approach does not scale well,
particularly for clients who require more security. Fixing can only address the known and
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popular attacks, and offers no security against new, or less-prevalent, more-targeted threats.

Therefore, a different approach is needed to build a secure system.

3.5 SPEEDOS architecture

Professor J. L. Keedy and his team redesigned the way the common OSs are structured and
the support they provide for executing programs. They took a radical approach to achieve
better mechanisms, most recently in an innovative operating system called SPEEDOS [89].
Some ideas included in the SPEEDOS system are based on previous research such as

Keedy’s Monads [93] and his collaborator’s Grasshopper [94] projects.

SPEEDOS is a unified system that was designed and built ‘from the ground up’ to achieve
a very high level of security; it aims to solve the protection problems found in other
operating systems and to meet the challenges faced by the widespread usage of software

systems [8] in today’s highly connected computing world.

The term SPEEDOS is an acronym for Secure Persistent Execution Environment for
Distributed Operating Systems. The SPEEDOS design provides only one level of memory
abstraction, used for both computation and long-term data storage. This is contrary to
conventional computing, which has two memory abstractions: one non-volatile memory for
long-term storage, and the other computational memory that loses its content on re-boot or
when the power is switched off. SPEEDOS provides a single persistent [89] virtual

memory, so all of the data persist as a natural property of its existence.

Interestingly, then, a fundamental computational assumption in SPEEDOS is that all the

data exist and continue to exist unless the user explicitly deletes the data, which is in
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contrast to conventional systems that assume that data are not required beyond the life of
the program that generated them, unless the user explicitly acts to save these data. The
single persistent virtual memory model brings challenges because it does not provide the
between-program protection mechanism inherent in the conventional ‘separate virtual

memory environment per process (or group of threads)” model.

SPEEDOS uses conventional computational memory features (for example, segmentation
and paging) in a novel way (for example, memory management and protection) [89] to
achieve the persistent memory features that support its virtual memory. Segmentation and

paging models are orthogonally applied in SPEEDOS.

3.6 SPEEDOS kernel

Data security is very important in today’s technology. The design philosophy of the
SPEEDOS kernel is to create a complete security environment that provides new
techniques to protect the entire system and all of the user modules (modules represent the
processes that run in the SPEEDOS system) and contains the interaction information
hidden in the modules according to the software engineering ideas originally proposed by
Parnas [95]. The kernel focuses on all of the aspects required by the OS to meet the
challenges that are faced by the widespread use of software applications, including the

following:

e Protection: the mechanisms by which the system avoids the possibility of danger, for
example unauthorised outsider access to data or the inability to access memory

addresses beyond the end of a data structure.
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e Security: the policies (implemented using the protection mechanisms and other
techniques) that identify the user rights and permissions to access data, define what can
be achieved during the permitted access, ensure the integrity of messages, report
anything unusual and protect from the loss of valuable data. This protects the data from
illegal actions.

e Uniformity: the basis ensured to achieve all of the system functions in a formal manner
to improve efficiency for both the users and the system.

¢ Flexibility: the ability of a system to deal with potential internal or external changes
affecting its value delivery, in a timely and cost-effective manner, such as extending the
memory allocation if needed.

e Extensibility: the ability of the system to be upgraded via software or hardware to deal

with the fluctuations in the user needs.

The SPEEDOS kernel provides execution environments on the basis of new principles that
are considerably different from the principles found in conventional operating systems.
Some of these were inherited from and built on those implemented in previous systems
such as Monads and Grasshopper [89]. The SPEEDOS kernel can access well-defined data
structures stored in the persistent virtual memory to implement the basic support for
modules and processes. All of the SPEEDOS modules are assumed to be represented in the
virtual memory, and all of the data maintained in the kernel are copies of the data stored in
the persistent virtual memory. This implies that each process in SPEEDOS describes itself,
including maintaining its own mapping table for the memory; it uses the same stack to save

data and keep it persistent (processes are self-contained and not maintained by the kernel).
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The kernel uses the process’s own internal data to manage the object rather than having the

kernel maintain the data stored in the kernel.

These features allow the kernel to work on persistent data without the kernel itself being
persistent. Having the kernel not be persistent in SPEEDOS eliminates the need to represent
it in the virtual memory, removing the challenge experienced in Grasshopper, for example,
in which the kernel data persistently create a recursion problem when implementing
stability by saving data to the non-volatile memory. The stability of a persistent storage
requires that when an error occurs, the storage can recover to a previously recorded

consistent state [89].

3.7 Memory in SPEEDOS

The memory available for the combination of computational and long-term data in

SPEEDOS is an enormous space, as each user’s process stack size is up to 2°* bytes.

The SPEEDOS memory management improves the uniform persistent virtual memory by
implementing an orthogonal segmentation and paging model (explained below) to eliminate
the duplication of the memory protection mechanisms found in most of the other operating
systems (see Figure 3.2). The SPEEDOS kernel is designed to support the large persistent
virtual memory that SPEEDOS has, and a very high level of security, which means that it
might be possible to solve the protection problems encountered by the memory

management in other OSs.
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Persistent Virtual
Memory

Computational Memory

Figure 3.2: Representation of memory in SPEEDOS system [8]

3.7.1 Paging

The SPEEDOS model has an enormous virtual memory with each container belonging to a
user (a container is a large unit of virtual storage that can be compared to files in
conventional systems) assigned up to 2% bytes. The paging model is used in SPEEDOS to
support such a large data size and to map between the virtual memory and the physical
memory space. Each page’s virtual memory address has a unique container number and an

offset within this container.

Each page of the virtual memory is managed by the kernel and, when possible, is
represented in the main memory through a main memory page table (MMPT). The MMPT
is a global resource for all of the processes in the SPEEDOS system and is updated
indirectly by the modules that implement the virtual memory. The kernel implements the
translation look-aside buffer (TLB), where the TLB is a fast cache used to store the recent
translations of virtual addresses to physical addresses. If a page fault occurs in the TLB, the
kernel passes a module capability to the container directory, which is responsible for
resolving the page fault in cooperation with the page table manager by using a pre-

determined method [89].
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3.7.2 Segmentation

A segment is a lump of memory that has the logically related data of a program and some
associated protection mechanisms. Segments are orthogonal to pages and may be of
different sizes as compared to a page. Segments are rarely used in conventional systems but
are common in SPEEDOS. One of the reasons for their use in SPEEDOS is that they can be
used as a protection unit. To clarify this, when data have been stored in a segment and the
system is aware of the segment and aware of its length, then if the execution of a code
which uses a segment attempts to access an address outside the range of the segment, the
system will not allow the access. This stops hackers from being able to access memory that
they should not have access to, for example when they take advantage of the buffer

overflow.

The SPEEDOS system is aware of each segment’s length. Each of these segments consists

of three parts:

e Normal data: Data structures that represent the usual programming language types such
as integers, characters, arrays or more complicated data structures.

e Pointers: A reference form that is used to link segments with the segment capability that
describes the segment, including the access rights within a container. All pointers are
references to segments in the same container to ensure that the containers remain
isolated from each other.

e Module capabilities: These specify how a segment is permitted to relate to other
containers and can only be accessed by the kernel. They represent references to other

containers and follow the information-hiding principle that was first proposed by Parnas
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[95]. By this we mean that these references refer to modules and not directly to the

segments stored in any module’s container.

The pointer parts of the segment capabilities are references to data in the same container
only. This enforces the related data to be placed in a single container, which ensures the
information-hiding principle [95]. It also encourages the application of similar protection
requirements to an entire group of information. Another benefit of this mechanism is that it
limits where direct memory references may be stored, which may make garbage collection
(automatic reclamation of memory for reuse) in a distributed shared memory system

feasible [82].

The representation of a segment capability that describes a single segment has the length of
the data and several fields as shown in Figure 3.3. The offset identifies a segment capability
for a segment within the container. Segment capabilities are only unique within a single
container. The next three parts specify the length of the segment, the number of pointers
and module capabilities that the segment contains, respectively. The pointers and the

capabilities can only be accessed by the kernel to modify their content to prevent forgery.

Offsetin | Length of | Number of | Number of Access

Container Data Pointers Mod Caps Rights

Figure 3.3: Representation of a segment capability

The access rights field determines the access rights to a segment. The access rights to

segment areas are basic access rights, allowing the reading, writing and execution of the
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normal data to be controlled. For the other parts, only read and write access rights can be

specified.

This representation of segments shows the size of the elements; their content is not directly
accessible to protect the boundaries between all the parts from obtaining unauthorised
access to memory locations outside the boundaries of a segment. This design also prevents
any program from going further to access the pointers and module capabilities that are
stored in the registers of the main memory (a register is a high-speed storage location in the

CPU to store data while a program is being executed).

3.7.3 Containers

A container is a large unit of virtual storage that is generated from a persistent medium (it
can be compared to files in conventional systems). Its realisation in practice as a physical

area of memory on the disk, with a length of up to 2% bytes, makes it potentially very large.

Each disk is divided into multiple containers (note that the allocated space needs to store
only the populated part of each container), and each user can have one or more containers.
Each container has an address table that tracks the allocated pages and the free pages. All
the containers in SPEEDOS have worldwide unique addresses and can be located in any

SPEEDOS system connected to the network.

There are three different types of persistent containers held in the SPEEDOS system:

1. Process containers: These belong to a user, are located where the user saves his/her
capabilities and information, and contain threads (processes in SPEEDOS are divided

into threads which represent the concurrent activity of the application modules).
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2. Data container: This holds the system data of a module.
3. Code: This holds the code and the constants associated with a module. In other words, it

contains the read-only data and the code.

The code has been separated from the data container to allow its use by different processes.
For example, a banker does not need to repeat the code for each bank account file in the
data; there is one copy of the code, and the data are separated to protect the individual bank

accounts.

In a single container, the SPEEDOS kernel does not specify how several implementations
of different programs can be related to each other. However, it is up to the OS designer or
user to follow one of the several strategies mentioned below to bundle different codes into a

single container (or to determine an acceptable alternative) [8]:

a. Placing the code of several related types of modules that are typically used together
in a single container. They share a single page table that describes the allocated
pages in the container.

b. Sharing the code segment amongst several related types. For example, the
implementation of a double-ended queue can be used to implement a stack simply
by constructing an appropriate entry point list that only uses one ‘half’ of the
double-ended queue.

c. Allowing the same type or modules to share some methods by placing their

implementation in a single container.

The container creation is the duty of the container directory which sets up the initial content

of a container such as a co-module manager. The container directory is the only module
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that has the authority to create module capabilities in SPEEDOS [89]. If a page fault occurs
a container directory module has to be invoked to cooperate with the page table manager
module to resolve it by using a capability module from the kernel from which the fault

occurred.

3.8 Applications in SPEEDOS

In conventional computer systems, a program starts when its program code is loaded into
the main memory, after which the information that is held in the user’s data files is
accessed to carry out the program’s defined task. Typically, the user rights determine who
is permitted to access the data files of a program, and these access rights are typically
restricted to either ‘no access’, ‘read only’ or ‘read-write’. The representation of programs
and the appropriate method invocation mechanisms are the core of the SPEEDOS kernel,
which follows the in-process model (explained in Section 3.9) and implements modules.
Each module has its own routines that represent the access forms and are managed by the

user, who gives authority to other system modules.

In SPEEDOS, each application or program is represented as a module (composite module)
[89], and each composite module consists of co-modules belonging to a particular
application. Co-modules are intended to represent the OS functionality associated with an
application, not as a structuring mechanism for the actual application functionality [89]. All
the co-modules belonging to the same application module are represented in a composite
module in the same container, and their data are separately installed from other co-modules.
Co-modules perform tasks that are closely associated with an application module and

provide security functions to assist the kernel. Each co-module consists of a reference to the
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co-module table, which represents the references between the private data and the
implementation code for each co-module. The co-module table allows mixing and matching
the implementations of different co-modules, managed by a special module called the co-

module manager.

When a composite module is created, it conceptually contains one co-module table with a
reference to the co-module manager code. It is the task of a central OS module to perform
the necessary resource allocation. Initially, when a new co-module is created, similar to the
constructors in many object-oriented programming languages, it is first rooted as a segment
with a null value in the file container (the co-module table contains a null reference). Then,
the co-module invokes a well-known method of the new co-module to return the required
lengths for the normal data, pointer and module capability areas of the root segment [89].
The segment manager is used by the co-module manager to allocate the requested size for
the segment and records it as the root segment for the new co-module in the co-module
table that maintains the properties of the other modules. The new co-module can be used

after the allocation of the root segment.

Each co-module can be qualified by a list of qualifying modules [89], where the qualifier
list manager for the co-module is usually represented as a complete composite module
stored in a field in the respective co-module entry. The content of the qualifier list is
controlled by the qualifier list module and is referenced by the co-module manager. Each
qualifier list module contains a list of identities that should no longer have access. The
information-hiding principle applies to any co-module interface method, providing a fine-

grained, freely programmable access control system. With respect to security, this
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mechanism can be used to monitor accesses, add time-restricted access or deploy decoys to

the co-module.

The access control for SPEEDOS modules is enforced by a mechanism called capabilities
[8]. This is considerably different from the technique used in most conventional computer
systems, which typically use access control lists (ACLs [8]) of entities such as users who
have access (read and/or write) to objects in the system. A capability includes the identity
(in SPEEDOS, this is the virtual address) of a specific module, the access rights provided
by the capability, and a definition of what the owner of the capability is permitted to do
with the capability itself (for example, provide a copy to another user). Capabilities are
controlled at the user level and can be passed to any other system module to access the

content of the specific module referenced by the capability.

A capability also contains information including which routines can be invoked and other
protection-related fields, such as whether the module or capability can be deleted or copied
or how many times the capability can be used. Capabilities are fundamental system entities;
they cannot be created, changed, stored, accessed or, in any way, manipulated by programs.
The only thing a program can do with a capability is to notify the system kernel that it
wishes to use it. Then, the kernel retrieves the capability and matches it with the called
destination’s module capability. The kernel then performs the desired action(s) if the
permissions allow it to do so. In this mechanism, it is not possible to, nor is there a need to,
directly access the information hidden/encapsulated in the data file of the module as is the

case in conventional systems. In summary, in SPEEDOS, a module cannot be accessed by
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any other module unless it has the authority specified by a capability controlled by the

kernel.

The other technique which can be used in SPEEDQOS to control the access to modules is
called a qualifier [8], which is a special module with its own code, data and routines that
mainly check and qualify the calls between modules with the help of the kernel and can, for
example, prevent access to a qualified module from the unauthorised calling modules. Each
co-module has its own qualifier list stored in a specific field in the respective co-module.
There are different types of qualifiers that can be placed around the modules, including the

following:

¢ Blocking Qualifier: This qualifier has its own code to misinform the unauthorised
module or block it from calling, as shown in Figure 3.4. For example, the user can use
this qualifier module to feed the spy client with harmless information, as a

disinformation mechanism.

Prelude;
— > : Qualifier
Client Body;
Postlude; Module
Module 5
Qualifier
Module

Figure 3.4: Representation of blocking qualifier.
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e Body Instruction: It refers to the addition of some instructions to the qualifier code
that tell the kernel to allow the inter-module call to continue, as shown in Figure 3.5, for

example, to achieve a normal instruction.

Client — % Jftest | Qualifier

Module Module

Qualifier

Module

Figure 3.5: Representation of body instruction qualifier.

e Augmenting Qualifier: This is a qualifier model that has many uses such as the
synchronisation management between modules and the maintenance of a log of all the
accesses to the target module.

e Testing Qualifier: The instruction body in the qualifier can hold a conditional
statement to enable the qualifier to allow the call to continue only if it determines that
the module should have the corresponding access (see Figure 3.6), for example, to

provide additional security to a particular module.
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Client

Module

Figure 3.6: Representation of testing qualifier.

e Callout Bracket Methods: In this case, the qualifier calls another routine of a third
module to access the information that it requires (see Figure 3.7), for example, to log all

of the outgoing calls or block all of the outgoing calls to a specific module.

Client
Module

Figure 3.7: Representation of callout bracket method qualifier.

A qualifier is different from the targeted module; it qualifies the caller’s access calls.
However, each qualifier type has its own method definition where it defines the type of call
that it qualifies [89], so that it can, for example, implement synchronised access to an

otherwise unsynchronised module.
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3.9 Processes in SPEEDOS

A process can be defined as ‘a major computational unit belonging to a user’ [89]. In
conventional computer systems, when the system starts up, a number of processes are
executed in parallel to provide services that support the execution of user-level processes.
However, these services are intended to serve multiple users’ processes, or in the case of
single-user systems, to serve multiple (generic) user-level programs invoked by the user. A
user process typically sends a message to the system process from which it needs a service;
such messages are passed to the single process module that services these requests for all
the user-level programs. There are two models of organising processes: the out-of-process
model (sometimes called message-oriented) [89] and the in-process model (sometimes

called procedure-oriented) [89].

3.9.1 Out-of-process mechanism

The out-of-process model [89] is very widely used in conventional computer systems. It
refers to exchanging messages between processes in a system. When one object calls
another object, the process scheduler implements this call as a message which goes through
a queue to the receiving object, implying that the receiving object can receive multiple
messages from the same source or from different sources and may execute multiple
processes in parallel. This mechanism has a serious problem as the users may have many
objects with many processes, which in the end creates a software traceability nightmare. In
addition, each object might have multiple processes executing its code, all of which makes

the communication between processes difficult to follow.
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3.9.2 In-process mechanism

The in-process model [89] is another mechanism for organising processes and executing
process instructions. Basically, it is a way to call objects in the context of the current
process, in which the same process that makes the call executes the called method. This
approach is used to implement the SPEEDOS processes, where a process can invoke other
interface codes during its execution. This implies that all of the access permissions are

already set up for this process.

Initially, when a user logs into a SPEEDOS system, an existing dormant process associated
with the user is activated, or a new associated process is created to perform the user’s
current processing. This user process has the usual data structures, including its own stack
to store the temporary user data. Irrespective of what the user works on, the system can put
this information in the user’s stack. The system has a single process for each user that
implements all the software programs that the user runs in parallel and within one stack.
Each part of the process is represented as a ‘thread’. Threads are entities that represent
concurrent activity within an application module in the container [89]. These threads use
the user stack to save all the invocation records. Threads communicate with each other by
using the shared memory in SPEEDOS. As the different threads stored in a container are
isolated from each other, there are generally no references between the representations of

different threads, thus avoiding the sharing of problems with the stack segments.

The SPEEDOS kernel carries out all the module calls, first checking whether a call is valid
before continuing with the call. The caller thread should present the capability that shows

the rights to invoke the semantic routines of the destination co-module and the number of
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the entry point to be called. The kernel checks the presented capability by comparing it to
the capabilities list of the permitted semantic routines. If the call is valid, the kernel locates
the co-module called from the unique container identifier in the module capability and then,
sets up a segment register (which is made accessible to the called module) that allows the
calling thread to access the data section of the root of the persistent data in the called co-
module. The other parts of the segment cannot be directly accessed. If the call is invalid,
then the kernel initiates a bracket routine or a qualifier module to block this call. This
organisation is efficient because the process scheduler has only the information about
application processes as there are no system processes performing in-line activities for the

applications.

3.10 Logging in and out

In a conventional system, when a user logs off, the processes that he/she was running will
be deleted, and when he/she logs back on, all of these processes will have to be started
again. The logout and login procedure in SPEEDOS is considerably different from that in a
conventional system as the memory is persistent and nothing is lost between the logins. The
procedure works by having an active module in the user stack that is invoked when the user
logs out. This module is responsible for calling the kernel instructions that put a user’s
processes in the dormant state. In this sense, the user stack that is saving information for the
user processes can exist as long as the user exists, even when the system is shut down. In
summary, when the user wants to log out, the kernel of the system calls the user’s logout
routine, which deactivates his/her processes until the next log in, when the user will go

back to exactly where he/she left off. The efficiency of this organisation is that when the
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user logs in again, the process scheduler carries on processing from where it left off when
the user logged out. Therefore, as a user, one will not need to recreate the information that

was left before one logged out.

An excellent security advantage of this organisation is for an administrator or professional
user to have the ability to add his/her own authentication code in any way that he/she
chooses. The logout module that is activated by the kernel when the user logs in again can
use a custom code to check the authorisation of the users. Technically, the first thing that
the logout module does after being activated is to check the authenticity of the user in any
way that it is programmed. Thus, instead of just having a normal password that may be
guessed by somebody else, it could be programmed to require an answer to a mathematical
problem every time the user logs in, or even to only accept the wrong answer to the

problem.

The processes in SPEEDOS are in the dormant state until they are invoked by the user stack
when the user logs back in. This part of the SPEEDOS design introduces difficulties where
the processes need to react to environmental changes and changes in the 1/0 devices when
they are re-attached to by the user [95]. This difficulty is worsened in the currently used

commodity OSs that support a wide range of hardware devices.

3.11 Significance of SPEEDOQOS system

The SPEEDOS system includes new ideas to resolve the protection problems encountered
in other OSs, particularly the memory management problems described in Section 3.4. This
system has re-redesigned the implementation of operations within the current conventional

system to ensure stronger security. It has significantly improved security approaches that
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allow system administrators and/or users to protect their resources and critical information
by a number of provided mechanisms. These make us think that SPEEDOS will be an
excellent platform for a cloud system. The reasons for this decision are discussed in the

following sections.

3.11.1 Minimal kernel

The SPEEDOS minimal kernel is one of the significant features of the system. All the
information mentioned in the kernel is either a copy from the persistent memory or can be
derived from it by directly accessing certain well-defined data structures that represent the

core building blocks for the construction of software systems in SPEEDOS.

Each kernel instruction represents an elementary, atomic operation, which implies that the
intermediate results are not visible to the user-level modules and processes. This is
important for instructions that access and/or modify protected data structures such as

capabilities, which must always be consistent.

The state of the current processes is not modified at all in the SPEEDOS kernel; therefore,
interrupts are handled logically before the kernel instruction. In distributed systems, the
SPEEDOS kernel works only on the local data and does not need to communicate with the
other kernels to exchange data about modules and processes because communication is

achieved through the user-level modules.

Such a kernel design provides the following:

e asingle persistent virtual memory;
e no delay in starting new programs;
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e aminimal kernel that is easier to understand and to prove secure;

e aprocess scheduler which only has to have information about application processes,
because there are no system processes performing in-line activities for the application;
and

e aconsiderably simplified kernel task as it can activate processes without being

concerned about checking identities.

3.11.2 Memory management

SPEEDOS supports the orthogonality of segmentation and paging. Each of these schemas
has unique addresses in SPEEDOS. Segments are used to represent a protection mechanism
on the data and can start at any address within a container. Pages are changeable as part of
the virtual memory management and are not used for protection at all. A page could have
many segments or could be part of a single segment, and each segment in the same page
could have different content (code segment, data segment and so on). In SPEEDQOS, at any
one instant, there can be many read-only copies of a page in the network, but only one copy
of a page can be in the memory with the read/write access, and if so, none with the read-
only access (multiple readers/single writer consistency protocol) as specified in [96] and

[97].

This system’s memory management provides the following:

e The same security technique can be applied in all situations.
e All the data and programs both on the disk and during the Internet transfers are easily

encrypted.
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e The number of security mechanisms is decreased, and their value is enhanced
simultaneously.

e There is a single persistent virtual memory.

3.11.3 Representation of applications in SPEEDOS

A composite module can be understood as a cluster of information-hiding modules that
hold data in a container owned by the user who created the application module. The co-
modules are intended to represent security functions to assist the kernel and the data stored
in the same container as that used for storing the data of the application module. The kernel
uses co-modules that have a predefined set of the basic semantic routines. Each co-module
in a composite module can be qualified by one or more qualifier modules to check the calls
to the other co-modules. All the co-modules are represented in a co-module table that is
managed by a special co-module called the co-module manager. The co-module manager
has all the properties of the other modules, and its methods can be accessed through a
module capability that is passed to the kernel in an in-process call. This representation
structure of the modules in SPEEDOS has many security advantages besides the benefit of

isolating the module’s data.

This design for applications means that there is no standard way of logging into the process
because of the principle of brackets used in SPEEDQOS; therefore, a hacker attempting to
log into someone else’s process has no idea what he needs to do to activate the process. The
code in the logout module can check the user’s authenticity in any way that the user

chooses.
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3.11.4 Module capabilities

In the SPEEDOS system, the kernel has more control over modules and no module is
allowed to access another module without permission (capabilities). Capabilities are stored
in a segment in the environment of the subject, who can organise them as desired. The
capabilities module cannot be accessed by a program; only the kernel has access to it and
can modify their content. The three main types of module capabilities allow access to file
modules, code modules or threads in SPEEDOS. There are also some other types of
capabilities used for special purposes, such as kernel capabilities that are normally used in

the context of OS modules.

Capabilities give access rights that determine the interface methods to be invoked. They are
usually created with all access rights set, and these access rights can be restricted during

their distribution to actual clients and cannot be changed using kernel calls. The bracketing
system provides the ability to prevent execution from gaining access to a module outside of
the access rights structure, which adds more security and minimises the target for attackers

from gaining access to the data modules.

This type of module representation provides the following:

e There is controlled access to modules. Hence, in SPEEDOS, there is only one way to
access a module, that is, by invoking a semantic routine; this is only possible if one can
present a capability with the appropriate authority.

e The access control is undertaken by the security kernel and by some further checks such

as the qualifier modules.
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3.11.5 In-process communication protocol

The kernel only provides basic support to the processes and does not have any processes
representing its activity. All the functions and system calls in SPEEDOS follow the in-
process model. The form of the in-process communication protocol (objects can be called

in the context of the current process) has a number of efficiency advantages. For example:

e processes exist in a persistent (but dormant) form while a user is logged out, and
e the process scheduler has to have only the information about application processes,

because there are no system processes performing in-line activities for the application.

3.12 SPEEDOS security benefits for cloud

The SPEEDOS system provides many security advantages over conventional systems. Such
a system can support a secure environment to provide cloud services, particularly as it has
already solved most of the memory management and security concerns of the other OSs (as
discussed in Section 3.4). Some security benefits that the SPEEDOS features provide for

the cloud are as follows:

e The module structure used to represent applications/processes in SPEEDOS is designed
to prevent unauthorised access, malicious attacks and Trojan horse programs. As
explained in the previous sections, each module has to present a capability to call
another module, and this call is then carried out by the kernel, which can request further
checks by the qualifier system.

e The use of the container concept, with its memory size, to store a module’s data and

code, is persistent until explicitly deleted. Moreover, it keeps the different thread stacks
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isolated from each other to prevent the problems of using shared memory that the cloud
users face.

The orthogonality of paging and segmentation used in the SPEEDOS memory enhances
the isolation between the cloud users’ data. This is attributed to the fact that all the data
at rest (that is not in transit between hosts) are stored in segments completely separated
from the page boundaries. Moreover, the segment length in a SPEEDQOS system is
defined, and each segment is designed to be accessed via the presentation of a
capability that prevents the access process from going past the segment’s end to
possibly access data in another adjoining segment. This design prevents hackers from
being able to access memory that they should not have access to.

Each segment belonging to a user process has a segment capability that prevents any
one from accessing it without presenting the appropriate access rights. This will solve
the problem of unauthorised extraction of data from the owners of the cloud. As
explained in Chapter 2, some governments have been extracting data using cloud
services to obtain information that belongs to the cloud users; in SPEEDOS, the only
one who can access data from a module is the owner of the module or people who are
authorised by the owner.

The providers can enhance security by using the qualifier modules. These can be used
to qualify each call between the modules and record how many times they allow
making the call. As the qualifier module is a unique facility provided by the SPEEDOS
system to provide enhanced access control; this mechanism may help prevent some

regular cloud attacks from occurring.
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The use of a logout module in SPEEDOS enables the providers to custom-design the
login authentication to their systems. The providers can use many authentication
techniques such as a math question or a password or even accept a wrong answer to
these qualification techniques. Therefore, no one can log in without providing the
correct authentication response. This design, known only by the provider, will assist in
preventing others from gaining unauthorised accesses to the VMs.

The SPEEDOS system provides a single persistent virtual memory. Such a persistent
virtual memory will save the cloud users’ data automatically and isolate their data from

those of the other users.

To give a brief picture to the cloud clients who will be running their accounts on the new

SPEEDOS platform, some of the connections between the security features that SPEEDOS

provides and the accompanying benefits that they provide will be shown to the clients of

the cloud. Some of these benefits are outlined below.

The clients will be provided with the same environment that is currently provided by
other cloud providers, but will be given the use of SPEEDOS to implement this
environment to add more security, compared with the conventional provision. As
explained in this chapter, the SPEEDOS system separates the application data from
each other and provides additional methods to check on the calls on the data in a way
that the messages passing between modules cannot be accessed by unauthorised users.
Typically, this environment can only be accessed by clients through their use of client-
server interactions, or a browser, or a thin client application that provides a user

interface.
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e The clients can design their own bracket routine to represent their login/out to their
VMs in any way that they like (for example, giving a wrong answer to a password or a
math question) to make it more difficult for the hackers to access their data or other
resources.

e The client’s data will not be lost during execution, as the persistent virtual memory of
the SPEEDOS host will save the data persistently; even if the power is lost, nearly all of
the data are saved.

e All the VM data at rest are saved in segments, protected by the capabilities and the
SPEEDOS kernel designed to protect them. These segments cannot be accessed unless

a matching capability is provided.

The SPEEDOS system can be used as a secure operating system to host cloud computing
that will enhance the protection of data. It has been proven to be a robust design that
contains a solution for most of the security issues faced in cloud computing. Therefore,
building a cloud platform on top of SPEEDOS will achieve the objectives of this project,
provide the opportunity to overcome the challenges presented, and allow an evaluation of

the data protection in the new environment.
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Chapter 4
Designing cloud computing over
SPEEDOS

4.0 Introduction:

Cloud computing systems rely on conventional systems that have been proven to be
breakable [4] as witnessed from the examples discussed earlier in Section 2.9. The
academic and the IT industries have introduced a number of solutions to fix these issues
[79], [80], [85], [86]. However, the offered solutions are for the known attacks and based on
using conventional systems that hackers have been working on for many years, which

makes it easy for them to break it again [4].

SPEEDOS is a system that can be considered a secure OS because of the fact that it has
been built from the ground up to fix all the protection problems found in the other OSs,
taking into account the advent of the Internet that connects multiple computers and users
from different regions [8]. The SPEEDOS architecture comes out with a number of
security/efficiency benefits for cloud customers and organisations, as described in Section
3.12. Therefore, having the cloud computing running over SPEEDOS will definitely
enhance the cloud computing protection system and secure the cloud’s data from intruders’

actions.

The SPEEDOS OS has been written in the Timor language that supports the SPEEDOS
concepts [98]. Cloud computing uses a mix of conventional languages, such as C++, C#,

Java and Oracle to provide its services [99]. To get the clouds working with SPEEDOS, we
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need to find a way to restructure all the cloud services to operate in the SPEEDOS

environment.

Building the cloud computing on top of an OS that has never been used to provide cloud
services requires a deep analysis of how to restructure all the cloud components to work
with the SPEEDOS system, taking into account the efficiency, cost, effort and time. This
chapter discusses/analyses the opportunities of designing the cloud system in the
SPEEDOS environment, considering the calculations required for reducing/preventing
security issues and threats discussed earlier in Section 2.7. This chapter covers all the
requirements to move the cloud to the SPEEDOS system [100], proposes solutions and

discusses the effects of using the SPEEDOS protection system on cloud computing.

4.1 Representation of cloud modules in SPEEDOS environment

Applications are represented in conventional systems as programs and data files in separate
units [101]. The SPEEDOS system replaces the data file with information-hiding, object-
oriented abstract data types that create the opportunity of basing file protection and security
on the semantic operations associated with the file [101]. Hence, a program is represented

as a module with multiple code entry points and a hidden persistent data structure.

Applying the SPEEDOS modelling architecture to cloud modules requires the following

three steps [89]:

e application of the information-hiding principle,
e application of the capabilities linking mechanism and

e application of the qualifiers system.
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4.1.1 Application of information-hiding principle to cloud modules

The application of the information-hiding principle to any cloud module requires the re-
structuring of the module to have multiple semantic functions and hiding the data, thereby
preventing certain parts of a class or a software component from being available to its client
or expressing an arrangement to protect different parts of the program [95], [102]. The
following example explains how to apply the information-hiding principle to a

conventional bank system.

Example: modelling a bank system

A conventional bank system structure is shown in Figure 4.1 [101]; here, each user has an
interface of semantic functions used for interacting with a bank database. The interfaces
have to be previously defined in a list file structure to permit use by the users,

distinguishing which users can access these interfaces and which cannot.
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Figure 4.1: Conventional bank system example [101]

The same operation often appears in several interfaces for multiple bank modules with

different protection requirements. In conventional systems, the semantic operations
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associated with a particular human activity or work role are collected into a single program
because the protection mechanism applies to the entire program not to the program
interfaces. In this approach, programs are designed not to have control over semantic

operations. However, this is not true in the modelling design presented by SPEEDOS.

Banking systems have historically undergone a series of technological changes [101], and
each of these technologies has mainly copied the same interface functions to interact with
the bank file data. The separation of software into monolithic programs and data files is not

adequate as a structuring tool [101].

To address such issues, the information-hiding principle was used to build modules in
SPEEDOS. The nature of SPEEDQOS approaches associates files with their semantic
operations, which have separately defined code entry points. Together with an internal data
structure (see Figure 4.2), this arrangement implies that the data are hidden and no one is

allowed to access them without presenting the access rights to the appropriate interface

routine.
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Figure 4.2: SPEEDOS bank system example [101]
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This design structure can be used to implement cloud software resources, such as a module
with multiple code entry points and a hidden persistent data structure. This implies a strong
protection that is not defined from the perspective of all the applications, but in terms of the

right to call the operations of the modules.

The access right of invoking a semantic operation of another module, and its right to make

the call, is checked by the SPEEDOS kernel. The implementation of these checks can be

based on capabilities rather than traditional access control lists.

In practice, to apply the information-hiding concept to cloud computing applications, we
first need to restructure each application and apply the concept to the application classes,
methods and variables. Certainly, the current programming languages support information
hiding; Figure 4.3 shows an example of how to apply the information-hiding principle to a
bank account at the method level. Here, the ‘CloseAccount’ method is open and alternate
methods are protected. Any calling code can instantiate ‘BankAccountProtected’, yet it can
just call the ‘CloseAccount’ strategy. This provides the programmer with protection from
somebody invoking the behaviour of the object in unwanted ways. However, the
SPEEDOS implementation applies the information hiding at a system level to all the

modules including the OS modules that represent the OS services.
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//5ample information Hiding princple program
using System;

class BankAccountProtected
1
public void Closefccount()

{
ApplyTax();

Widthdrawal();
Deposite();

protected virtual void ApplyTax()

{

J/fdeduct from account

protected virtual void Withdraw()

{

//deduct from account

protected virtwal void Deposit()

{
¥

1
J

f/deduct from account

Figure 4.3: Information-hiding code example

4.1.2 Application of capabilities linking mechanism

A capability as explained in Section 3.7.2 indicates the access rights that represent what the
capability holder can do on a module. SPEEDOS uses the capability mechanism to
represent the appropriate authority to invoke a semantic routine of a module. These
authorities can be used by the SPEEDOS kernel to accept/reject the requests. The kernel
uses the authorities to perform several checks on their validity and privileges that help in

making decisions on the calls.

A call to a cloud module’s semantic routine can be restricted to a valid capability by re-
structuring the cloud module to apply the information-hiding principle and the access rights
to any semantic routine of this module represented in a capability. A good programming
language can provide such a mechanism at the method level; Figure 4.4 shows how to
apply the capability of the bank account shown previously in Figure 4.3 to some semantic

routines.
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void main(){
deposit(5@);
withdrawal(1e);

boolean getAccountInfoByCapability({username,account){
if(hasCapability{username)){
return account;

¥

return null;
b
protected void withdrawal(Double amount) {
account = getAccountInfoByCapability{username)
if (accoumt) {
account.balance -= amount;
T else {
Console.Writeline("False Capability™);

¥

protected void deposit(Double amount) {
account = getAccountInfoByCapability{username)
if (accounmt) {
account.balance += amount;
T oelse {
Console.Writeline("False Capability™);

¥

Figure 4.4: Application of capability access rights programming language

Figure 4.4 provides an example of a bank account restructured to have its semantic routines
accessed only if a valid capability is presented. This mechanism determines who will be

able to execute the withdrawal and deposit semantic routines.

SPEEDOS applies information hiding and capability to modules at the system level where
all the SPEEDOS modules hide data and prevent access to the data without a valid
capability. The SPEEDOS kernel plays the main role in this design as it checks the

capabilities of each call and performs decision-making on the basis of these checks.

4.1.3 Application of qualifier system

The qualifier system, as explained in Sections 3.8, is a module that contains a list of
qualifying methods that can be used by the SPEEDOS users to apply an additional check on

the access to their module data. SPEEDOS supports several forms of qualifiers, as
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discussed in Section 3.8. In some forms, the SPEEDOS users can feed a semantic routine of
a qualifier with specific instructions to indicate the rights to access their module. Here,
when their module gets called by any other module, the callers are required to pass these
instructions to get their call granted. However, the use of qualifiers for modules that might

contain sensitive data is optional for the users.

Cloud modules can apply this mechanism to add security against granting unwanted access
to their module data. Here, the content of the module cannot be accessed without providing
the right answers to the checking queries in the qualifier module. In the current computer
programming languages, qualifiers can be applied at the application level by redirecting the
calls of a method to another method that contains instructions that perform authority
checking on the executions. Figure 4.5 shows an example of how to qualify the user
information for the previous bank account example shown in Figure 4.4 before executing a
specific routine, where the qualifier contains instructions that check the user identity by
using certain questions and returns the access approval to the application. The withdrawal
and deposit functions are restricted to users who only pass the qualifier instructions and

have a valid capability.

The qualifier system can enhance the security for cloud applications as the cloud
applications share the memory with many other applications in the data centre. Therefore,
skilled users of other applications might use the shared memory to gain access to a cloud
application and access certain private data. However, the application of qualifiers might
prevent the users from gaining access to the application routines that the qualifier applied

to.
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void main(){
deposit(50);
withdrawal(1@);}
//to check if operation is secure depends on user info & some questions & capability
boolean checkUserInfo(){
boolean answerl = userQuestionl.answer;
boolean answer2 = userQuestion2.answer;
boolean answer3 = userQuestion3.answer;

return answerl 8& answer2 &5 answer3
I

boolean getAccountInfoByCapability(username,account)

f

if(hasCapability(username))

return account;

3
¥

return null;}
protected vold withdrawal (Double amount) {
if (checkuserInfo() == true) {
account = getAccountInfoByCapability(username)
if (account) {
account.balance == amount;
} else {Console.WriteLine("False Capability™); }}
else {Console.WriteLine("Unauthorised User”};} }
protected void deposit{Double amount) {
if (checkUserInfo() == true) {
account = getAccountInfoByCapability(username)
if (aceount) {
account.balance += amount;
} else {
Console.WriteLine("False Capability™);
}
}else {
Console.WriteLine("Unauthorised User”);}

Figure 4.5: Application of qualifier and capability access rights programming language

However, SPEEDOS builds the qualifiers on the basis of a system level where modules can
be referenced to their qualifying lists and the SPEEDOS kernel that links them, and actions

are taken on the basis of the results of the qualifier instructions along with the capabilities.

4.2 Communication with cloud modules in SPEEDOS environment

Modules require services from other modules to accomplish their tasks [103]; SPEEDOS
represents modules as a module and multiple semantic routines, as explained in Sections
3.8 and 4.1. Each routine’s data are isolated from the other routines’ data and protected by
the capability and possible qualifiers. For modules to communicate with other modules,
SPEEDOS was structured/designed to conduct in-process communication, as explained in

Section 3.9.2. As requests from applications for services are handled in the calling process,
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each application has a stack process that contains information related to many modules, to

invoke the modules’ routines while the application process is running.

The application of the SPEEDOS communication architecture at the system level for cloud
computing requires the restructuring of all of the cloud applications to follow the
information-hiding principle, capabilities and in-process mechanism that performs in-
process invocation among modules. However, this requires having a special kernel to
schedule the in-process mechanism and apply security at all bases as the SPEEDOS kernel

does.

4.3 Storage of cloud data in SPEEDOS memory

SPEEDQOS approached another way to structure the computer’s main memory, by applying
orthogonal paging and segmentation, as described in Section 3.7 [89]. Segments and paging
are independent of each other in the program layout, as each segment’s start address, length
and access rights are recorded in a segment table that supports the prevention of overriding
accesses and reduces fragmentation [89]. As described in Section 3.7, the segment tables
are stored in dedicated registers called segment registers to be loaded by the SPEEDOS
kernel. Each group of related segments is paged and held in an entity called a container
[89]. Each container has its own module table and module manager with all the properties
of the other modules, and access to their methods is via a capability passed to the
SPEEDOS kernel in an in-process call.

The scenario of having cloud data running on the SPEEDOS memory mechanism is similar
to that of each cloud application stored in a segment or multiple segments, on the basis of

the size of the container in which they are paged and stored. Access to a cloud’s segment
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data from a module semantic routine requires presenting a valid capability that is checked
and matched with the requested segment capability stored in the segment registers by the

SPEEDOS kernel in order to grant access.

4.4 Protection of cloud data in SPEEDOS memory

Data protection is applied in the SPEEDOS architecture during communications and
storage at the system level; the SPEEDQOS protection mechanisms can be summarised as
follows [89]:
e The SPEEDOS kernel architecture manages all the required communicating
modules and stores their data in the SPEEDOS memory.
e The SPEEDOS modules apply the following:
= information-hiding principle,
= capability linking mechanism and
= in-process invocation mechanism.
e The memory architecture presented by the orthogonal segmentation and paging
model is applied to a single persistent memory.
e The implementation of the segment registers addresses the segment details and the

segment capability.

The integrated protection system provided by the SPEEDOS system provides a strong

defence against the current conventional operation system security problems, described in

Section 3.4. SPEEDOS provides better security mechanisms to prevent/reduce all the
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network security threats/attacks discussed in Sections 2.7. Therefore, enabling cloud

computing over SPEEDOS will provide a secure environment for the cloud applications.

4.5 Provision of cloud computing in SPEEDOS environment

The cloud software implementation was written to have data storage support for the VMs
stored in the current conventional operation systems such as the LINUX, UNIX and
WINDOWS environments [104]. SPEEDQOS applications have been written in their own

language Timor.

A considerable amount of software is available to help to build the cloud over SPEEDOS
systems; one approach would be to rewrite all the cloud applications in Timor and have all
the cloud services execute in the SPEEDOS system, but SPEEDOS is not a general-purpose
operating system and we cannot have every program from the cloud running on SPEEDOS.
Furthermore, building the cloud applications over a new language never been used to build
cloud applications could introduce the possibility of the following effects [105], [106],

[107], [108]:

1

complexities of developers’ learning the Timor language;

2- introducing more new bugs, troubleshooting and bug fixes;

3- small changes resulting in slower performance, higher resource consumption and
more frequent failures and crashes;

4- hardware/driver problems;

5- interface problems/learning curve for cloud customers;
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6- System administrators having to learn how to re-manage cloud software resources
over SPEEDOS; and

7- the considerable cost and time required.

4.5.1 Complexities developers face while learning Timor

Unfortunately, the current conventional programming languages do not support many of
the main concepts of SPEEDOS [98]. Consequently, Keedy and his research team at the
University of Ulm decided to design a new programming language Timor [98]. This
language was developed to provide a notation for the SPEEDOS security mechanisms [98].
Timor provides an entirely different structural framework for writing programs from that
provided in the current conventional object-oriented programming languages [98].
Therefore, cloud developers need to learn the structural framework of Timor and write
sufficient useful and practical code to develop a style that takes advantage of the features of
this language. In practice, mastering a language is difficult and takes a long time; some
languages even take years to master [109]. In contrast, convincing developers to use Timor
and prove that it has advantages over the other programming languages that developers

have been using for many years increase the related complexity [110].

4.5.2 Introduction of more new bugs, troubleshooting and bugs fixing.

Timor has its own framework to build code and programs as explained in Section 4.5.1;
therefore, developers have to learn and work on Timor for a long time to be able to build

the vast number of services offered by the cloud at present. As stated previously, learning
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Timor may be complex for developers; therefore, certain defects in the code will be
introduced and increased [111].

Many factors should be considered as the cause of the defects in a code, such as the
following [111]:

e Human factor: Nothing can be perfect as long as it made by a human, as humans
tend to make mistakes.

e Communication failure: Code methods and parties need to be linked to each other
to complete their tasks; however, lack of communication or incorrect
communication or miscommunication may occur when the requirements are
incomplete or indistinct.

e Unreal development timeframe: A code may undergo a few tests at different
stages, and the testers might be a third party offered the test job with limited time.
However, this could result in having the testers work with less understanding of the
code and therefore lead to bad-quality and defective services.

e Poor design login: Because each project is bound by a time frame, a poor design
login can be caused by the time factor as not each programmer may be given
sufficient time to follow the improvements of the software developments coming up
every day.

e Poor coding practices: An error of missing code because of faulty debuggers or
poor tools may lead to more defects in the code. Furthermore, such a situation will
make it difficult for programmers to detect the error and even more difficult to solve

it.
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e Lack of version control: A number of software systems help the programmers
track changes in the code base; however, the programmers have to be sure that the
tracking software is up to date; otherwise, new bugs may remain in the code.

e Buggy third-party tools: Third-party tools are often used to meet the development
process requirements; however, these tools might have their own bugs, which might
be reflected in the code and in turn cause defects in the current software.

e Lack of skilled testing: A sufficient skill base is required of testers to protect the

code from future defects.

Code faults may not be displayed on the wall for the programmers to discover; however,
troubleshooting and bug fixing has to be part of each coding process to accomplish defect-
free code. The identification of bugs might require very highly skilled programmers with
strong knowledge and experience of the coding language. Therefore, the bugs discovered
can be solved on the basis of the programmer’s experience or attempt to write a different
code without changing the main task and restore the product or process to its working state.
For now, building a cloud over Timor with no doubts about its complexity for the
programmers will introduce a number of bugs; therefore, more time and effort are needed
to troubleshoot these bugs and fix them. In contrast, this will add more difficulty to run the

cloud over the SPEEDQOS system.
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4.5.3 Small changes resulting in slower performance, higher resource

consumption and more frequent failures and crashes

Cloud computing is built on conventional computer systems that are designed and managed
to provide cloud services to cloud costumers online [112]. Running the cloud system over
SPEEDOS might affect the performance of some cloud services as the programmers may
not be Timor experts and might have written a very buggy code.

In general, software applications filling up permanent storage, using up the temporary
storage and using the CPU are poor implementations and could slow down the computer
resources and result in a higher consumption of these resources [113].

System failures and crashes might range from hardware failures to software problems.
However, SPEEDOS has never been used to provide cloud services; therefore, the cloud
hardware and software may be incompatible with the SPEEDOS system. The configuration
of the cloud’s hardware and software to work with SPEEDOS depends on the programmers
and software engineers who need to work with Timor. As there is a possibility that the
programmers are not Timor experts, the chances of errors in their programming are high;

there is also a possibility of system failures and crashes.

4.5.4 Hardware/driver problems

Cloud computing provides a range of services for users from all around the world, in which
they use their own devices to access the cloud services. Users’ devices might contain

several types of hardware/drivers that are configured for use with conventional OSs.
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Changing the cloud environment to work over SPEEDOS requires having an environment
that supports all the driver programs and user devices. Computer drivers’ are manufactured
by companies from all around the world in different languages, and the drivers’
communicate with the computer’s OS to function properly [113]. Therefore, all computer
drivers’ need to reconfigured to work with the SPEEDOS OS, or a system library that can
communicate with all of the currently used conventional drivers’ programs and the
SPEEDOS OS should be built. This will add more complexity to having the cloud run over
SPEEDOS and might introduce more bugs and incompatible hardware/software, thereby

deteriorating the performance of some devices.

4.5.5 User interface problems/learning curve for cloud customers

Computer users rely on menus, control panels or other devices or programs to interact with
their machines and tell them what jobs to do for them [114]. With the appearance of the
cloud, menus have become larger and are designed more in line with the requirements of
the online users [115]. Moving information technology services to the cloud has imposed
new ways of interaction with the users [115]. The cloud users are provided with well-

designed user interfaces (Uls) that make their job easier and more professional [115].

Obtaining IT services online requires bringing the very intuitive Ul of the work area to the
web program, while approaching these services pervasively requires dynamic perception
and a common connection with the Ul. Hence, building a reasonable Ul for cloud services
Is viewed as a critical success in the achievement of the cloud [115]. However, to tackle the

challenges of implementing such highly demanding user interfaces, cloud programmers are
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required to develop an interactive Ul in the SPEEDOS environment that is very clear,
simple and easy to use, particularly in critical situations that need quick responses. These
designs must meet all the needs of the users and be commensurate with the level of their

learning of the new environment.

4.5.6 System administrators’ requirement to learn re-management of

cloud software resources over SPEEDOS

At present, the administrators of the cloud are working with many resource management
software programs that can help their businesses reach new levels of productivity and
utilisation [106]. The cloud provides many utilities which can be limited to the SaaS, PaaS
and laaS, as discussed in Section 2.2. These services are provided to the cloud customers
through companies such as Amazon [25], Google [14] and Microsoft [30]. These firms
have implemented online services for their customers to remotely schedule their business

equipment and software resources.

However, restructuring the cloud over SPEEDQOS requires the administrators of the current
cloud firms to learn how to manage the cloud resources in the new environment.
Consequently, the administrators have to understand how SPEEDOS works and put a
considerable amount of effort into providing the same cloud utilities in the new
environment. In contrast, this will introduce a high-cost investment and a considerably

large time requirement.
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4.5.7 High cost and time requirements

Cloud computing might not be visible for its reliance on providing services onling;
however, customers of the cloud are dealing with a range of cloud companies such as IBM
[116], Rackspace [117] and GoDaddy [118]. These firms have big data centres that consist
of a considerable amount of software and hardware equipment to provide the cloud services
to millions or even billions of customers. Such data centres may be very expensive to build
and require many years and considerable effort to build. The construction of data centres

should consider the following [119], [120]:

e Site Selection: The facility location should be chosen carefully and not be
vulnerable to any natural dangers such as floods or earthquakes.

e Utilities: A decent site that is close to multi-fibre and power providers should be
selected.

e Building Design: The building design should consider protection from any possible
physical attacks from humans or even animals. Furthermore, the building should be
able to withstand heavy rains, wind and snow and be constructed from a durable
material that can withstand loads exceeding the normal design load.

e Mechanical/Electrical Systems: The data centres should be surrounded by
multiple power suppliers. However, the equipment of the data centres has to be
protected against surges, sags, high-energy transients, brownouts and blackouts,

which depends on the conditions provided by the power supplier.
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e Facility Security/Monitoring: Multiple security systems have to be installed in the
data centres to monitor them 24/7 from the tracking of calculations and logging
activities to the backup of every movement.

e Construction Monitoring: The data centres have to be monitored during the
construction stages to ensure that they meet all of the requirements and that there is
no defect in the construction or any bugging devices or security breaches.

¢ Cleaning: The data centres must be kept free of dust and dirt.

e Planning for the worst: Plans for the future should be considered in the
construction of data centres, such as accommodation in emergency situations and

storage of adequate quantities of food, water and medicine for emergencies.

In view of all of these requirements and the high costs of building a data centre, we can
conclude that it is very costly and difficult to restructure these centres and design their
equipment to accommodate the SPEEDOS environment that might require the addition of

different facilities.

4.6 Proposed solution

In a previous study on the cloud computing, mentioned in Chapter 2, the provision of cloud
computing using the current OSs resulted in many security issues discussed in Section 2.7.
This had a negative impact on the cloud users, as illustrated by the examples given in
Section 2.9. It also showed that the cloud systems based on the currently used OSs provided
hackers with great opportunities to obtain user account information and thus, use these
accounts to access important data. A long study of the cloud systems has clarified that the
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protection systems of the existing operating systems are unable to protect the important
data in cloud computing. Consequently, the SPEEDOS system has been introduced as it is a
system built from the ground up to solve all of the current problems found in the

conventional system that the cloud system uses to provide its services.

Therefore, the SPEEDOS system was studied and all of the protection systems provided by
this system were analysed in Chapter 3. SPEEDOS ideally introduces a powerful solution
to the problems of the currently used OSs that host the cloud systems and provides
additional security features to cloud users. The potential mechanisms for rebuilding cloud
systems over SPEEDOS were discussed in Sections 4.1, 4.2, 4.3 and 4.4. However, the
result showed that the cloud transfer to operate in the environment of SPEEDOS might
result in more bugs, higher costs and a considerably large time requirement, as discussed in

Section 4.5.

Consequently, an effective approach would be to merge the conventional Cloud application
implementations by using a secure service. The secure service itself would be developed on
top of the SPEEDOS system. Therefore, the security and performance of this cloud service
will give results similar to those obtained if the entire cloud service were implemented in

SPEEDOS.

4.7 Designing a cloud security service using SPEEDOS architecture

The design of the new cloud security service is based on a previous study on the SPEEDOS
system. Therefore, some parts of the SPEEDOS will be adapted from this previous study to

design the new security service and to avoid the software engineering difficulties discussed
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in Section 4.5. As this design will be based on the protection concepts followed in the
SPEEDOS environment and the fact that the design will not change the composition of

cloud computing and affect its services.

The new security service design using the SPEEDQOS security concepts requires meeting
the cloud consumers’ requirements and ensuring the protection of their own data and the
privacy of their communications. Therefore, the design of the security service applies the
SPEEDOS applications model to cloud applications and restricts access to their data to

enhance security.

The security service design was built by leveraging the main security features of the
SPEEDOS system, in which the cloud applications were restructured without re-
implementing them to avoid the software engineering re-implementation difficulties. The

main SPEEDQOS features built in this design were as follows:

1. design of a cloud application model that applies the information-hiding principle to
cloud applications in which a valid capability is required to access the data,

2. design of the capabilities that identify users, user actions, access types and capability
metarights that indicate whether a capability can be used more than once or not,

3. design of a qualifying system that grants applications data access, and

4. design of an encryption/decryption mechanism to add more protection to the data

during transition and storage.

The security service design is based on the design of a suitable environment to allow for
secure communication between the cloud modules and to provide a secure memory that

holds all of the private data. The important data will be stored and protected by a memory
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that is encrypted and mapped to the security service. Hence, the access to these data is
provided only to the new security service and this access is restricted by a strong encryption

key.

4.8 Proposed security service design

The proposed security service applies the SPEEDQOS security features to provide services
more securely and to establish an environment to secure a data exchange amongst the cloud
modules and store the communication results in a secure memory.

The new design has a matching environment that can be provided by any cloud system,
where users access a Ul through web channels to access the data stored somewhere in the
cloud. However, the security service design reaches different ways of permitting access to
data, where it conducts several checks before granting the access. The access checks of data
require a valid capability and for the important data to pass all the queries of a specific
qualifier module. Therefore, the data access is based on confirming the users’ IDs and the
capabilities that indicate their actions. The users’ sensitive data will be stored in a memory
that can be accessed only by the security service. The security service is designed to apply
the qualifying principles on the data of the cloud applications. Each application’s modules
contain several routine functions that can only be accessed by providing a valid capability.
However, the design provides another level of checks on a user’s identity before granting
the call on a specific routine, by redirecting the user’s call on a semantic routine to a
qualifier that requires the user to answer several instructions that indicate his/her ID; the
calls are approved on the basis of the instruction results. The qualifier modules can be
useful in some cases when, for example, the module contains very important data and

requires an additional check for the data access. The security service is designed to simulate
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a cloud environment that is basically represented in the cloud applications connected to a
client interface. However, the security service restructures the cloud applications to provide
access only to the data within the scope of the SPEEDOS concepts. Here, the client
accesses the interface and requests data from a specific cloud application routine to which
the application passes the requests to be checked by the security service. Each client must
have a valid capability to grant its call, where the security service checks the call
authorisation on the basis of its capabilities. The security service provides the cloud
applications with data protection and storage for the user data. It holds access to sensitive
data including client authentication/authorisation details. The authentication details consist
of identifying capabilities that contain the client information provided when the clients first
sign up/register to the cloud applications. The authorisation details are represented by the
authorisation capabilities that consist of a client’s access permissions to a cloud
application’s data where these capabilities are restricted by the capabilities’ metarights that
indicate the validity of the capabilities. The cloud applications and the security service
communicate with each other through private secure connections to check the clients’

authentication/authorisation details and to update them.

4.8.1 Authorisation/authentication flow

The proposed authentication/authorisation flow is explained below:

1. A client requests connectivity through a cloud application that passes the request to the
security service.
2. After validating the client’s details, the security service provides an identifying

capability to the cloud application that verifies the parameters to permit access.
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3. The client obtains authenticated access to the cloud application and starts calling
operations of the cloud application. The cloud application receives the call, checks the
request and passes it to the security service to determine the authorisation capability.

4. The security service checks whether the client has a matching capability to perform this

request. If so, the security service grants the call and passes the approval permission to

the cloud application to fulfil the request.

Figure 4.6: Platform diagram
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Figure 4.6 shows the overall design and communication flows between a client, the cloud
applications and the security service. The client obtains access to a cloud application by
providing the login details; the cloud application formulates these particulars and passes the
request to the security service. The security service checks the details provided, and if they
match with the details stored in the database for this client, it provides a capability that
identifies the client to the cloud application. The cloud application checks the identifying
capability and obtains authentication to the client. The identifying capability identifies the

client each time he/she makes a call to the cloud application.

Once the authentication is obtained, the client must have a capability that permits his/her
request of the cloud application. Every time the client requests a resource of the cloud
application, the request gets transferred by the cloud application to the security service by
the client identifying capability and the request details are checked against the client
authorisation capabilities. The cloud applications and the security service communicate
through private channels to check the client’s authentications/authorisations and to update

the corresponding details.

The proposed security service is a general software framework that uses the SPEEDOS
security features to implement any cloud software application without re-implementing it,
in terms of ensuring protection to the application’s routine data during transit and storage.

The design implements multiple robust security structures, including the following:

e user authentication,
e user authorisation,

e ACL and capability implementation,
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e encryption of critical data, and

e design of cloud modules to achieve flexible security, including the following:

o capability revocation,
o access control lists,
o access monitoring, and

o restricting allowable parameters

The security service is designed in such a way that it provides an environment that supports
the services offered by the cloud systems, while preventing the attacks and threats that
might affect the efficiency of the services provided, taking into account the cloud security

threats described in Chapter 2.

4.8.2 Proposed security scheme

The security service is inherently designed and implemented using the SPEEDOS
architecture to control the cloud module transactions and secure the sensitive data. The
design implements a distributed capability-based system which restructures the cloud
applications to provide a secure authentication/authorisation environment to the cloud
providers and clients. The authentication/authorisation is represented by the capabilities

that are stored and encrypted in the database mapped only to the security service.

The design assumes that the clients/cloud applications communicate through a secure, third
party. The security service is the mediator between these parties and strictly controls the

users’ orders from the cloud applications on the basis of their capabilities.
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4.8.3 Security service architecture

The security service architecture is designed to apply security techniques that protect all
aspects of the cloud applications’ data. This is represented by the structuring of the cloud
applications to apply the SPEEDOS design model to applications by following the
information-hiding principle, capabilities and qualifiers for important data. The design of
the cloud applications in this approach requires having an intermediary that confirms the
identity of the caller to these applications and is based on the capability. The security
service plays an intermediary role by checking each access to the applications’ data and

confirming the caller’s identity against the details stored in the database.

The security service checks all the calls to the data and confirms the identity of the caller by
using the identifiers represented as the capabilities that identify the caller and the
permission details. The security service receives calls from cloud applications to validate
the clients’ requests and match their authentication/authorisation details with the
capabilities encrypted in the database. If the access is granted, the security service allows
the client to call the cloud application function until the capability metarights indicate that
this capability is not valid for more usage (specified in the capability) and then stores the
changes to a capability in the database. If the check fails, the security service takes actions

to reject the call.

The security service architecture design re-manages the cloud applications to apply access
to the module routine data by providing only a valid capability. These capabilities are all
encrypted, and only the security service has access to them. The security service

architecture is used for designing cloud applications, capabilities, qualifiers and the
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encryption/decryption mechanism, and for determining the general responsibilities of the

security service.

4.8.3.1 Design of cloud applications

The cloud data within this solution are abstracted as modules so as to follow the
information-hiding design explained in Section 4.1.1. The modules contain operational
functions and data, which are hidden and can only be accessed if the right capability is
presented. Calls from clients come straight to a specific function of a module, and the
acceptance or rejection of this request is based on the security service checking the stored

capabilities for the client.

Cloud applications such as social media, hospitals and banking systems can be built using
this design by applying a checking mechanism that accepts executions on a page only when
a valid capability is provided. This design provides a robust structure and control over the
semantic operations of the cloud applications. For example, bank security is enhanced by
ensuring that the right to call some semantic interfaces of a bank account file does not
depend (only) on the identity of the calling user but also (or only) depends on the identifier
of the code module accessing the interfaces, thus ensuring that these calls are from a

legitimate program, rather than that being used by a hacker.

This design will also facilitate the application of other types of protection; for example, a
protection system could be applied to an application routine that examines the identity of
the callers before executing their request. The protection system can direct the caller of the
application routine to other routines and contains instructions that confirm the caller 1D and

on the basis of the results, grants the call. This can be applied to modules to check the
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access permissions, in which each call to the module routine gets qualified before granting

the request.

4.8.3.2 Design of capabilities

Capabilities are the main features used to provide security in the proposed approach. As
explained in Chapter 3, capabilities are a collection of keys given to users that allows them
to operate on the module functions for a particular number of calls. All the capabilities are

accessed only by the security service to check the users’ authorisation/authentication.

The capabilities are used to identify users and their permitted actions, where the user
information is stored in the identifying capabilities and the user authorisations are stored in
the authorisation capabilities. The identifying capabilities contain all the user details
provided when the users first register to the cloud application, such as usernames and email
addresses. The authorisation capability structure defined in the security service represents
the users’ authorisation permissions. It consists of a protected data structure that provides

access to the cloud application data.

Figure 4.7 shows the authorisation capability structure that consists of the actual user, user
actions, access type and capability metarights that permit the user actions on a specific

module function for a particular number of calls.

Module Access Person Mod-Cap Object-ID
function type

Figure 4.7: Structure of capability
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e Module function represents the module function name

e Access type represents the permitted action (read, write or read-write)
e Person represents the actual user

e Mod-cap represents the capability metarights (capability revocation)

e Object-ID represents a unique module ID in the database

The capability is designed to have a mod-cap that controls the permission and is controlled
only by the data owner. The mod-cap metarights indicate whether the capability can be
used for once or more than once or is not valid anymore; it also allows capability
revocation which might be difficult to achieve in other solutions. The metarights can be set
to be invalid by the data owners anytime. The data owners can benefit from this design as
they can provide capabilities to clients and revoke them after any sign of suspicious

activity.

Capabilities cannot be transferred to other users without the data owner’s permission.
Obviously, when users receive a capability, they are allowed to use it for the particular
metarights specified by the original owner of the capability, but they cannot extend its
metarights or transfer it to the other users without obtaining permission from the same
owner. Each capability within the system contains a unique ID used by the security service
every time the user makes a call. If the user invokes the transfer capability method, the
transfer only gets approved by the security service if the owner of the capability has been

authorised by the original capability owner to transfer the capability.

Every time a particular capability is used, the metarights are decremented in the security

service. When the metarights are invalid and not renewed by the data owner after a certain
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period of time, the security service erases the database of garbage keys to save the database
from garbage collection. The erasing date/time can be set up to suit the requirements of

each cloud application that uses the security service.

4.8.3.3 Design of encryption/decryption mechanism

The authentication/authorisation details and all the other sensitive data are represented as
the capabilities encrypted and stored in a separate table within the security service. These
important pieces of data do not have to be stored in the cloud applications database, which
may be accessed by many applications. Instead, they are stored in the security service
database that is only accessed by the security service. The users cannot access the security
service; they only interact with their cloud application that passes their requests to the
security service to provide the application with a confirmation of the clients’

authentication/authorisation details.

The security service applies a robust encryption mechanism to all of the user data for both
storage and transmission as will be explained in detail in Chapter 5. The
encryption/decryption mechanism is designed to rely on a key that performs the
encrypt/decrypt process; however, this key is generated and hashed using a one-way hash

function implemented in the security service.

Each user of the security service has a unique key. This key is generated as a random value
on the basis of the users’ table by using an algorithm that uses the user details and
additional specific keywords. These details are hashed in a 56-72-character-long string and

stored in a separate data table that is accessible only by the security service. Each time the
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security service demands to retrieve/edit/save to a capability, the security service retrieves

the key and decodes it for use in the encryption/decryption process.

Here, the same hash function is used to sort all the security service users’ passwords, to
which no access is granted to the security service without providing the matching password.
As one key of these passwords would be difficult to guess (72726 = 1.9527422e + 48, that
is, if only letters are used), the addition of a specific keyword to the hashed details makes it

very difficult to break the password as explained in Section 6.2.6.

4.8.3.4 Security service responsibilities

The primary responsibilities of the security service are as follows:

e Generate authentication capability

User authentication is part of the security service implementation. Each user is provided
with a registration form that is used to permit access to cloud applications on the basis of
alternate authentication mechanisms such as username/password or question/answer. These
details are provided by the cloud applications to be kept encrypted in the security service

database, and only the security service can access them.
e Assigning authorisation capability

The security service is responsible for creating authorisations for users by providing
capabilities on the basis of valid user IDs. The capability is only awarded to clients by the
data owners where the data owners call a specific method to generate a new capability to

authorise another user on their module for a limited number of uses specified in the
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capability metarights. The data owners need to provide details that identify the capability

and the user. These features are as follows:
e Person: the actual user receiving the capability

e Module function: the operation function that the person is being provided with

access to
e Object ID: the data owner module ID
e Access type: identify the access type (Write, Read or Write-Read)
e Mod-Cap-Number: metarights access details

Once all of these details are provided, the cloud application passes these particulars to the
security service to create a new capability for the user to be used on the data owners’
account for the particular metarights specified and can only be extended on the basis of the

data owners’ approval.

Only data owners can provide users with a set of capabilities to interact with their module
functions. Furthermore, users who have had a capability for a specific module function
cannot use this capability after the capability metarights indicate invalid unless the owners
renew it. This approach to authorisation gives a chance to data owners to create and control

their access list, listing the users who have been given access to their modules’ data.

o Disable/transfer/enable capabilities
A data owner has more control features available to perform on the capabilities provided to
other users, such as the ability to disable/enable a capability or to transfer a capability. The

disable/enable capability features are only available to the data owners. These options allow
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the data owners to block users from accessing their data or enable users who have had a
capability to access their data disabled to use it again.

If the users wish to update their capability to be used again, it needs to be actioned by the
data owners. If the security service receives the owners’ approval, the user capability will
be modified for use for the particular metarights specified by the data owner.

The transfer capability feature can be called from any user who has the permission from the
data owner to transfer a capability. When a user has the permission from the data owner to
transfer a capability to another user, he/she has to provide some details to complete the
process, such as capability ID and the ID of the person receiving the new capability. The
capability ID is a primary key generated in the database for a capability, and the capability
owner can retrieve this key anytime.

e Disable all capabilities

This method is used by data owners to disable all the users’ capabilities from operating on
their modules. When this method is called, the security service checks the user details sent
by the cloud application, and if they are a match with the owner details, then it prevents the
users from operating on the owner module immediately. This option can be useful for
reducing malicious damage, where the data owners can use this option if they detect any

suspicious activity.

There are more operations available for data owners to perform on the capabilities. The

data owner can use these features to do the following:

e Enable users to assign capabilities
This process can be called by a data owner to allow another trusted user to assign

capabilities on behalf of the data owner. Here, the user can provide authorisation
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capabilities to clients for use on the data owner’s modules. Such an option could be helpful
in some cases as this security service is meant to support all types of cloud applications, for
example, bank or hospital software as the users might have health difficulties and need a
trusted person to control their accounts. However, this option could be revoked anytime as
explained below.

e Disable users’ assigned capabilities

This operation disables the users who have been given authority to assign capabilities on
behalf of a data owner, and this process can be called only by the data owner who owns the
module.

e Check capability validation

A user must have the capability to call any application operations. The cloud application
passes calls coming from the users to be checked by the security service. The security
service checks all the requests and matches them with the user authorisation capabilities

stored in the database.

The cloud application provides the security service with the caller details and the details of
the call. The security service checks whether this information matches with the user
authorisation capabilities or not, whether the user owns this capability, whether the
capability is active and whether the capability metarights to perform this call are valid. On
the basis of these checks, the security service sends the call approval or rejection to the

cloud application.
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e Passing requests between cloud applications and security service

When the user calls one of the cloud application methods from the users’ interface, a

specific service carries out this call with the user details and transmits all aspects into a byte

stream. An HTTPS channel is then generated to pass the transmitted data to the security

service. The security service receives the request represented as a byte stream and rewrites

it in the original object’s format to process the request. The security service matches the

user details and the operation requested with the authorisation capabilities stored for the

user in the database. If the checks are successful, the security service returns the approval

through the HTTPS channel to the cloud application to perform the requested call. Figure

4.8 depicts the communication flow.

Clowd Applications HTTITPE Channsls

Eank

Security Service

Social Meadia

Ho s it al r‘

Capabilities
o
E

iZ

Clienmt Application Interface

Uzsar A Uzer B

Figure 4.8: Platform communications diagram
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4.8.4 Client application

The client platform contains an interface for the clients to access and interact with cloud
applications. Clients make requests for their cloud application which passes the calls to the
security service to be validated. The cloud application passes identifiers to the security
service; these define the caller, cloud application and the application function to be called.
If the clients have authorisation for such requests, the security service replies with the
approval of the cloud application that responds to the client by performing the call and
replying with the results. If the client is not authorised, an error is returned instead. If the
security service returns a positive result, then it is the cloud application’s responsibility to
ensure that the capability is only used to grant the end user access to the requested function.
This mapping of the capability to the function provides a level of protection similar to that
provided by the capability to memory mapping functions of SPEEDOS, which ensure that

the buffer overflows and other memory-based attacks are not feasible [89].

All the cloud applications are designed to perform calls only for users who have valid
capabilities. The caller has limited access to application functions if the access is granted.
Only the data owner, or whoever has the appropriate capability, can access the data behind

the application functions.

If a client wishes to authorise another client to operate on their account in one of the cloud
applications, they must provide them with a capability. The capability can be provided by
calling the assigning capability method, as described in Section 4.7.3.4. This method

contains some details that are required to be completed by the client giving the capability.

Once this is done, the other client can start using the new capability to perform a specific
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operation on the client account for the particular metarights. See the example described

below.

e Authorisation example

In this example, we have a bank system that uses the security service. The bank has two
users (A, B), and they are permitted to perform bank operations such as withdrawals,
deposits and balance requests. If user A wishes to give user B the authority to withdraw

$100 from user A’s account three times, then the following operations are performed:

1. User A calls the ‘assigning capability method’ on the client interface and provides the
required data to assign a capability for user B to withdraw $100 out of their account up
to three times.

2. The information provided will be sent out to the security service by using the HTTPS-
generated channel writing all the data into a byte stream format.

3. The security service rewrites the information received and checks the identity of user A
against that stored for the user in the database, determining whether this user can pass
the capabilities or not to the account. If the check passes, the security service will create
a new capability for user B for the particular metarights specified for user B, which in
this example is three times.

4. The security service encrypts the new capability and saves it for user B in the database.
Now, user B has the capability from user A to withdraw $100 from user A’s account for
the particular metarights provided by user A.

5. If arequest is received from user B on the account, the bank cloud application sends
user B’s request to the security service that checks it and approves it to the bank. The

security service decrements the metarights of the capability that can be used by user B.
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6. User B can continue working on user A’s account until the capability metarights

become invalid.

The example above shows an authorisation design which can provide a secure method for

Internet shoppers using the security service to purchase products without the need to

provide their credit card details. Instead, they provide the seller the permission to withdraw

a specific amount of money from their bank account once.

The clients who have had a capability cannot use it after the capability metarights become

invalid as it needs to be reauthorised by the data owner. The data owners can disable any

capability or all the capabilities that are given to the other users on their accounts anytime

they want to in case of a malicious activity.

4.9 Main methods of security service

The following table shows the platform methods and parameters:

Table 4.1: Platform Methods, Data Inputs, and Outputs

Security service methods

Return value

Parameters

Method job

disableCapability

Boolean
(returns yes if
authorisation on
requested check
is successful and
if not, returns
no)

(Long ID)

Stops users from
accessing specific
module function
data

transferCapabilities

Boolean

(Long ID, Long
person ID)

Transfer
authorisation
capability to other
parties

enableCapabilities

Boolean

(Long ID, Integer
number)

Enable all
previous users’
authorisations on
specific module

disableAllCapabilities

Boolean

Disable all users’
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authorisations on
specific module

hasCapabilityAccess Boolean (Object Related ID, | Check an
Long person 1D, authorisation’s
String module validity for a
Name, String specific user on a
function, Access specific module
Type access Type)
searchCapabilitiesBean Paged List (Map params) Search
(serialised authorisation
object) information for
specific user
getCapabilitiesBean Capabilities (Long id) get the primary
Bean? key that authorises
user on an account
saveCapabilitiesBean Capabilities (Map params) Save updated
Bean? information for

user authorisation

Method to identify module and module function

getModuleBean Module Bean (Long ID) Return called
module
getModuleFunctionByName Module (String name) Return called

Function Bean

module function
name

getModuleByName Module Bean (String name) Return called
module name
searchModuleBean List<Module (Map params) Search for module
Bean> info
searchModuleFunctionBean List<Module (Map params) Search for module

Function Bean>

function info

Method to identify users

getPersonBean

Person Bean

(Long ID)

Return specific
user id from
database

getPersonBeanByUserName

Person Bean

(String username)

Return specific
user info by name

searchPersonBean

List<Person
Bean>

(Map params)

returns users list
info from the
database

getUserInfo

Person Security
Bean

(String username)

Returns users info
from database

More methods in the client platform to control access

isObjectOwner Boolean (String module, Check on
String object ownership of
Unique Id) specific user

setObjectAdminAssignCapabilities | Boolean (Long object Allow admin to

Unique ID, Long

assign capability
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module ID, Boolean | to specific account
can Assign =
Boolean. TRUE)

LoadObjectByCapabilityAccess Object (System Module Check on any
Operation module request from the
Operation, Object | server based on
object Unique ID, capability.

Long person ID,
Access Type access

Type)

4.10 Why this system should be more secure than a traditional system

The security service represents a middle ground for the cloud environment. However, the

security service design is inherently secure for the following factors:

- All the databases are encrypted and stored in a memory that can be accessed only by

the security service.

- The decryption keys are hashed and stored in an industrial database, in which only

the security service can decode/access the keys.

- If the security service is secure, then the data is secure. The security service
prevents interceptions by communicating only with the cloud applications through
private channels, and these data are encrypted during the transition process so that
even if the data get compromised, no benefit of these data can be taken without

decrypting them.

- The security service design applies the SPEEDOS security mechanism on cloud
applications without re-implementing them, which presents no more bugs, risks and

troubleshooting.
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- The security service provides the ability for users to control access to their data in

the cloud environment.

- The security service providing the ability to the users to perform capability

revocation on their data for any suspicious activity.

- The security service provides an additional checking mechanism on important data

by qualifying the caller ID before granting the access.

- The security service provides a secure trading method between cloud customers as
they will be able to provide to other parties a capability indicating certain activities

on their account without providing any private details that can be misused later.

The security service simulates the SPEEDOS environment for cloud applications. It
provides a mechanism to apply the information-hiding principle to any cloud application, in
which the modules are designed to have a linking mechanism so that access to the module
operations is only permitted when a valid capability is provided. The capability specifies
the caller ID, caller actions, type of activities and the metarights of the capability that
indicate whether the capability can be used more than once or not. Users who want to
perform any request on a cloud application must have the capability to permit such a
request, and without this capability, the request will be rejected. The capabilities and the
user details are encrypted using a secure encryption/decryption mechanism, and only the

security service has access to the decryption keys.

The security service was built to check all the requests coming from the users and to
validate their claims with the capabilities stored in the database. There is no way for the
client calls to be permitted without having a valid authorisation capability. All the
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parameters passed between the cloud applications and the security service are transmitted in
a format that is only readable to the security service through private connection channels.
The system provides an additional protection level for the cloud data by guaranteeing that
only authorised users obtain access to the data. The system has proven to be a reliable
mechanism that protects the cloud data against modern security risks, as discussed in

Chapter 6.

4.11 Comparisons with other security frameworks

Now, we will examine the presented platform against a number of existing alternate
systems. In cloud applications, authorisation and authentication can be provided to users by
the Spring framework, as explained in Chapter 2. The Spring framework uses a list that
holds the users’ permissions defining which users are allowed to operate on which
modules. This file is stored in the conventional computer memory, accessible by multiple
applications. A malicious application user might take advantage of this access to obtain

other users’ permissions on the modules and the sensitive data.

In the platform presented in this thesis, the access mechanism provided is entirely different
as the access rights are stored as capabilities within the security service. The subjects need
to have access rights (capabilities) each time they call an object. Checking the validation of

the capabilities determines whether the access is granted or not.

The capability is the key to the system that determines the access validation for users to
access system objects. This capability only provides the authorisation for users to operate
on the module function for a particular count, and without a valid capability, access cannot

be permitted. This offers more confidentiality to data owners, knowing that no one can
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operate on their accounts without obtaining their permission. Furthermore, this platform

provides data owners with the ability to build access to their data.

SAML is another framework that provides authentication between parties (as described in
Chapter 2). SAML authenticates a user on a module of a service provider, passing the user
details to an identified third party that is already authorised to contact the service provider.
The third party is given the authority to authenticate the user on behalf of the service

provider.

In comparison to the mechanism presented in this thesis, this platform includes the
authentication/authorisation mechanisms that rely on the capabilities encrypted and stored
in the security service database. The applications communicate with the security service to
obtain user details when the user logs in, and on the basis of these circumstances, the
applications determine the users’ authentication/authorisation rights. The capability
controls the authorisation to the data by specifying who can access the data and what
actions are allowed, and only for a particular count. In comparison, our platform differs
from SAML by controlling the access to the applications and the data, limiting the access to
the data and all of the users’ sensitive details encrypted/stored in the security service
database, and the authorisation to the data by individual data owners. The mechanisms used
in this platform allow the data owners to build their access list on their data and manage the

access to it in a manner that enhances the protection and prevention of unauthorised access.

Finally, Kerberos is an authentication protocol that provides users with tickets that identify
users and allow them to communicate with each other over non-secure networks. As
explained in Chapter 2, Kerberos’s primary goal is to prevent unencrypted passwords from
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being transmitted across a network, where users’ authorisations for the data are stored
within the applications database that is accessed by multiple different users, which in turn
puts the sensitive data at the risk of being stolen by non-authorised users. However, our
platform provides an authentication/authorisation mechanism represented as the capabilities
that authorise the users’ actions on applications for a particular count. These user details are
kept encrypted in the security service database, and the applications only communicate with
the security service to check the user permissions. Furthermore, the capabilities provide
more confidence to data owners as they can revoke any or all capabilities on their accounts
anytime they want. Access revocation might not be easily guaranteed in other cloud

applications, which gives further credit to the proposed security service design.
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Chapter 5

Implementation of the cloud platform

5.0 Introduction

Cloud computing systems provide services to users, and these services can be accessed
from all over the world by using the infrastructure provided by the cloud. Many clients are
using such services and uploading/downloading data to the cloud. This provides a

significant opportunity for the data to be misused by malicious users or attackers.

The SPEEDOS system, the module structure and the approach to the communication
between the module functions and the methods to protect them were described in Chapter
3. As described in Chapter 3, SPEEDOS provides a secure structure for modules by using
capabilities for communication between the module functions. However, providing cloud
computing over SPEEDOS has introduced a number of software engineering problems, as

described in Section 4.5.

This chapter focuses on the implementation of the proposed security service described in
Chapter 4. This security service provides a restructuring design for cloud applications while
reducing or preventing the attacks and threats affecting the applications operating in the
cloud. The security service is designed to be installed on a SPEEDOS system to offer more
security features and protected database storage. However, as SPEEDOS is not a complete
system, the main security features of SPEEDOS are designed to be used in the new security

service by using an open source database. To show that the security service is secure, we
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built it using a conventional programming language (Grails) on the currently used OSs and

evaluated it against the cloud threats/attacks to prove that it is inherently secure.

5.1 Grails

The platform can be implemented in practically any language such as C# or Java, but it is
implemented using Groovy and mainly the Grails framework [121]. The reasons for doing

so will be explained in the following section.

Grails is an open source web framework that was built on the basis of other technologies
such as Java, Spring, Groovy, Hibernate and Sitemesh. All of these structures, platforms
and database engines are made available inside the Grails platform without any need for

completing additional configuration steps.

Grails is a model-view-controller (MVC) framework that contains models, views and
controllers to separate concerns. A domain in Grails is the heart of the application and
business model concept, and is linked to the database using the Grails object mapping
implementation (GORM) that can be used by programmers as a mini language to describe
the persistent objects in their application. The domain can be created using the Grails
command and is saved in the Grails domain directory. Grails uses controllers to implement
the behaviour of web pages, which are central to a Grails application. It can efficiently
marshal requests, deliver responses and delegate views. This includes the placement of the
title, logo and any additional style sheets. The service contains business logic that can be
reused across a Grails application. In Grails, a service is a class with a name that ends in the

convention ‘Service’ and lives in the Grails-app/services directory.
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Grails security was constructed on the basis of the security included in Java Servlets [121].

Grails provides answers to a broad set of issues and is, to a great extent, invulnerable to

URL abuses [121].

5.2 Plugins

The Grails framework is the core collection of the essential plugins in the Grails

framework. It represents the primary feature of the Grails application from the beginning.

In fact, Grails is essentially an aggregator of its plugins.

Our platform uses the benefits of Grails plugins as discussed below.

The Spring security core plugin is responsible for the security of the Grails applications.
It is based on the Spring security library and has a number of companion plugins for
other aspects of security, for example, Spring security REST plugin for REST API
security [121]. The Spring security plugin simplifies the integration of Spring security
libraries into Grails applications. The plugin provides sensible defaults with many
configuration options for customisation. Nearly everything is configurable in the plugin
and in Spring security itself, which makes extensive use of interfaces. This plugin
supports the authorisation and authentication of any user that exists in the system.

ACL plugin adds domain object security support to a Grails application that uses Spring
security. It depends on the Spring security core plugin. The core plugin and other
extension plugins restrict access to URLS via rules that include checking a user’s
authentication status, roles etc. The ACL plugin extends this by adding support for
limiting access to individual domain class instances. The entrance can be very fine-

grained and can define which actions can be taken on an object. These typically include
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read, create, write, delete and administer. However, it is free to determine the measures
required.

e Remote plugin: This plugin makes it easy to expose your Grails services to remote
clients via RMI [122], Hessian [123], Burlap [123] and Spring’s HTTP Invoker
protocol [124]. Further, it is possible to access remote services easily via the same set of
protocols.

The HTTP Invoker [124] protocol is used to carry all the data between parties in this
platform. The data are formulated into a digital format that can be carried out as an
HTTP request, where the receiver rewrites that digital data back into a readable format
to perform the requested operation and return a response. The following two points

explain the techniques used to exchange data between parties in the platform.

1- Serialise/de-serialise objects: All the transmitted data are serialised before the transport
process [125]. To serialise an object means to convert an object state into a sequence of
bytes. The object type and the types of data stored in the object transform into a stream of

bytes that can be reverted (de-serialised) into a copy of the object when needed.

Serialisation is used for lightweight persistence and communication via sockets or Java
remote method invocation (Java RMI) [122]. The default encoding of the objects protects
private and transient data and supports the evolution of the classes. A class may implement

its external encryption and is then solely responsible for the external format.

2- HTTP Invoker protocol: HTTP Invoker [124] is used in this platform to post calls
between the cloud application and the security service. HTTP Invoker is solely used for

convenience, and any remote procedure call (RPC) frameworks such as web services can be
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used during the implementation. It is a Spring remote technology that enables RPC over
HTTP. It is achieved by passing outbound method invocation represented as serialised
invocation by using Java standard serialisation (as explained in the previous section)
through an HTTP post to the destination exporter. Then, the targeted system invokes the
methods requested and returns the results as a serialised value to the HTTP response.

Spring must be used on the server and the client platforms to perform the serialisations.

5.3 Database

Grails automatically provides a database to store the project data. However, the space
provided might not be sufficient for big projects. Grails provides the ability to use other

database sources such as MySQL [126], Oracle database [127] and H2 [128].

In this project, we chose one of the most advanced free source databases called PostgreSQL
[129]. It is a robust database that provides full support for foreign keys, joins, views,
triggers and stored procedures (in multiple languages). It includes most SQL:2008 data
types, including INTEGER, NUMERIC, BOOLEAN, CHAR, VARCHAR, DATE,
INTERVAL and TIMESTAMP [129]. It also supports the storage of large binary objects,
including pictures, sounds and video. It has native programming interfaces for C/C++, Java,

Net, Perl, Python, Ruby, Tcl and ODBC.

5.4 Implementation

The Grails language needs to be set up to start implementing the project. All the steps to
install Grails are available on its official website [130]. The databases need to be linked to

Grails for us to start developing projects.
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After setting up the requirements to build projects on Grails, the implementation process of

this project progressed in parts as explained below.

5.4.1 Security service implementation

The security service application contains an implementation of modules, capabilities and an
encryption mechanism. The security service is implemented to provide authorisation for
client calls to cloud applications. The capabilities model the linking mechanism that
authorise clients on the cloud applications. Private channels are implemented to allow
communication between the cloud applications and the security service, and the data are

encrypted at all the stages.

In this study, the implementation process started with a few configurations to provide our
security model. First, a number of plugins were installed that provided the core security

features. The two main plugins were installed as described below.

e Spring plugin: As described in Section 5.1.2, it is a security core plugin used to
support authorisations beside capabilities [121]. To apply this plugin to any application,
follow the instructions available at [131]. The plugin is easy to configure, as described
later.

e ACL plugin: This plugin is used to check the URL access. This plugin is available at
[131].

The desired configuration was deployed to the application to link the access to the database

and URLs. The following configuration dependencies compiled the plugins in the platform:

Compile’org. Grails.plugins:Spring-security-core:3.1.1'

Compile 'org.Grails.plugins:Spring-security-acl:3.1.0'
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Compile ’org.PostgreSQL:PostgreSQL:9.4.1211.jre7" To link the platform with PostgreSQL database

Sample users’ were configured on the platform, and their authentication/authorisation rights
were set up during the application boot strap (first code instruction started when the

application was run). The users’ created in this platform were as follows:

1. Admin-Cap user: security service administrator

2. Admin user: cloud application administrator; assigns capabilities on behalf of data
owners

3. Userl, User2: cloud applications clients

A random key was generated for each of these users to be used in the encryption/decryption

mechanism. The keys were encoded into the users’ table. No access was given to this table

except to the security service. The encoding technology used the username details with

other specific keywords and applied the standard Bcrypt Password Encoder [132] to encode

them. This password hashing system tries to thwart off-line password cracking using a

computationally in-depth hashing algorithm, primarily based on Bruce Schneier's Blowfish

cipher [132].

Other classes were generated to support the Spring/ACL plugins used. Each of these classes

provided authorisation/authentication services as explained below:

e Authority: includes authority for users

e Persistent login: includes login logs

e Person: sets up platform users and keys for encryption

e Person authority: creates authorisation for users

e Request map: stores each authority’s authorisation details in a function
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The security service is the central core that provides security in our platform as it controls
the clients’ access to the platform and the data that it protects. The clients request the
resources of the applications, and the security service determines whether to permit access

or reject it on the basis of the capability details stored for the clients.

5.4.1.1 Implementing modules

The module structure of the platform was designed on the basis of the robust model
explained in Section 4.7.3.1. An arrangement that works for all cloud applications and their
functions was implemented. The structure that defines modules contains two classes as

follows:

e Module: a Groovy class consisting of a string name that identifies the platform
modules

e Module Function: a Groovy class that consists of a module name defining the function
owner, a string name that identifies the functions of the module, and an index of these
functions in the module database. The index is defined as an integer type and the
module name as a string type.

Each module function has command lines that implement specific operations on the

module’s data. When a client calls one of the functions of a module, a Groovy class that

contains each module function’s details as a package directs and links the call to the correct

module function.

As a proof-of-concept, a bank application was implemented according to our module
design, using the capability mechanism to communicate between the clients with bank
operations. The bank application provided the principal operations to clients such as
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withdrawals, deposits and balance check. The clients could use these operations on the

basis of their capabilities for a limited number of iterations.

A social media application is another cloud application implemented as a proof-of-concept
to validate the security service protection. The application was designed to provide clients
with more options to control their private data with respect to who could view these data by

providing the relevant capabilities.

5.4.1.2 Implementing capabilities

The capabilities were applied in this platform as a linking mechanism that connected the
clients and the cloud applications, where the clients used the capabilities to authorise their
requests for a specific function of the application. The capabilities consisted of a list of
functions that were used to define the module, module function, type of access and
capability count that specified the count permits using the capability. The capability

functions were as follows (see Figure 5.1):

Module function: a Groovy class function consisting of the details of the object routine

such as String name, Integer index and Module name.

e Access type: a Groovy Enum function that contains the access permitted values such as
Read and Write.

e Person: a Groovy class function that includes user details used by the security service
such as String username, String password and String key.

e Mod-cap: a Java Integer value that represents the permission count and the control

capability revocation

e Object-1D: a Java String value that represents a unique module ID in the database
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import capabilities.security. Person
class Capabilities |

ModuleFunction moduleFunction/unigueModuwleldentifier
AccessType accessType

Person person

Integer modCapsNumber

String objectRelatedId

static constrainis = |

'

static mapping = {
objectRelatedId type: EncrypredString
modCapsNumber type: Encryptedinteger
person type: EncryptedPerson
moduleFunction type: EncrypredModuleFuncticn
accessType type: EncryptedAccessType

Figure 5.1: Capability code structure

The capability functions were stored in a separate table of the security service database.
They were mapped to an interface class called ‘user-type’ that provided a mapping between
the Java database connectivity interface (JDBC), which connected and executed a query
with the database, and the Grails Hibernate library, which managed all the queries to the
database. Each of these functions represented a client authorisation on a specific account of
a cloud application. Such important client details were encrypted in the security service
database and were only accessible by the security service.

Controllers were responsible for handling web requests in Grails. A number of controllers
were created and implemented in this proof-of-concept. The capability controller was the
primary controller that controlled all the activities and requests for the capabilities. It
managed requests to the capability class allowing operations such as creating, disabling,

enabling or transferring capabilities.
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5.4.1.3 Encryption/decryption implementation

Encryption/decryption was used on this platform to keep the authentication/authorisation
details secure from unauthorised access. The encryption/decryption methods could be
called only by the security service when it needed to check the user authorisations or to
generate/update them. All the sensitive details were encrypted and stored in a separate
database for transmission and at rest, and only the security service had access to the
unencrypted data. The encryption/decryption mechanism used in this platform was the AES

algorithm [46] and SHA-2 to hash data [49].

AES is one of the most reliable encryption mechanisms and is capable of protecting
sensitive government information well into the next century according to the NIST [46]. It
is a symmetric encryption mechanism that requires a key to code the data and decodes it.
Each user has a unique key generated in the users’ list table (person) and encoded to be

used anytime by the security service.

The security service encrypts each capability key separately into a class, as each one of the
capability keys has a different value (Integer, String etc.). The capability values are mapped
into the user-defined interface ‘userType’, and each of these values is retrieved and
prepared by the ‘nullSafeSet/nullSafeGet” method to be either encrypted or decrypted. The
‘nullSafeSet’ method passes the prepared values to the encryption method to get it
encrypted. The ‘nullSafeGet’ method passes the prepared values to the decryption method

to be decrypted.

The encryption starts by applying what follows on each key value:
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1) The encryption begins by calling the AES algorithm. The SHA-2 provider is called
to generate a hash for the raw data. This hash function requires a key, and here, the
security service administrator key was used. SHA-2 generates a digest message that
returns the array of bytes that result from the hash calculation. The array has a size

of 16 bytes to reduce database utilisation and to improve performance.

2) The array of bytes is initialised in a form that is understandable to the AES
algorithm. The AES encryption method encrypts the data passed and returns the
resulting value to be stored in the database (see Figure 5.2 that shows the capability

encryption results).

In the decryption process, the same steps are followed, but the AES method is changed to

the decryption mode, which returns the original raw value.

SELECT * FROM public.capabilities
ORDER BY id
ASC

Data Output  Explain  Messages History

] verslon access_type mod_caps_number maodule_function_ld object_related_ld person_ld
[PK] bigint | bigint character \rnrylng character varying character \rﬂrylng character \rnrylng character varylng
1 Bf720f70f06f%e3c0dlf.. f6B50207d4f0e9363ed77f4c40... cdb64elbalcl425bed.. fE890207d4f0e9363e.. ebSc32ealiadabab9d3nill..

16 0 6f720f70f06f9e3c0d1f..  f6B50207d4f0e9363ed77f4c40... | cd4bbde3bafcl425hed..  ebSc3Zeal3adababs..  c4b64e35afc04256ed07od37..
17 0 6f720f70f06f%e3c0d1f.. 610ae50b78cf0d1B75e635616.. 416e3593b37235d867.. cdbbdelSafcld2sned.. cdbbdedsafc0d256ed0?odiz..

Figure 5.2: Capabilities encryption representation in the database

A complete prototype of the security service has been implemented; it contains controllers

over the main classes and applications (Bank and Social Media). See Figure 5.3.
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Available Controllers:

capabilities.entity. BankController

capabilities.entity. SocialMediaController

capabilities.transaction.UserCapabilitiesController

grails.plugin.springsecurity.LoginController
grails.plugin.springsecurity.L ogoutController

Figure 5.3: Server application

5.4.2 Client application implementation

The client application contains a login interface that the clients use to access the cloud
applications. It includes two demonstration applications implemented as part of this work:
Bank and Social Media. Several client accounts were generated and provided with
authentication/authorisation details to use these modules. These clients could use their login

details to enter the system; see Figure 5.4.

Please Login
Username:
Password:

Remember me

Login

Figure 5.4: Client platform authentication
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When the clients log in to their accounts, they are permitted to complete operations on the
cloud application on the basis of their capabilities for a particular count, as explained in
Section 4.7.3.2. Two sample client applications were implemented and connected to the

security service:

1. Bank system

The bank system prototype was developed to use our platform and provides general bank
operations such as withdrawal, deposit and balance inquiry. The authorisations to perform
any of these operations depend on the capability. Clients need to have the right capability to
call any of the bank operations. The capability authorises the client to complete a
transaction on an account for a particular count. The check on the
authentication/authorisation held by the security service and all the bank client details are

kept encrypted and are saved in the capabilities within the security service.

Figure 5.5 shows how to create a new bank account by using the platform containing the

following:

e can-admin-assign-capability (allows the Admin to assign capabilities to the account)
e Dalance
e account name

e person (owner of the account)
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Gl ' Bank List

Create Bank

Can Admin Assign Capabilities @

Balance *
Account Name *

Personid * 1

g Create

Figure 5.5: Creating bank accounts in the system

Data owners have a useful option when they create a new account that allows the admin to
assign capabilities to the other users. This option gives the administrator the authority to
generate capabilities for this account on behalf of the data owner. This authority can be
stopped or revoked anytime by the same owner. This can help to reduce or prevent the
admin from using this option maliciously. A call can be made to disable the ability of the

administrator to assign a capability on behalf of the owner, as explained in Section 4.7.3.5.

2. Social media system

The social media system was implemented using the security service to control the private
data of the social media clients. The system consists of primary social operations such as
Like, Comment, Share, Show photos and Show videos. The security service gives any
social media account holder the ability to assign a capability to the other users to perform
any of these operations on the account holder for a particular count. If any user wishes to
complete one of the operations, they need to first obtain an authorisation capability from
the account holder. Any client requesting to see pictures or videos belonging to the account

holder must have the right capabilities to permit access, or the request will be rejected by
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the security service. This design can help to prevent unauthorised access to private pictures

and videos and control the access to them.

To create a new account on the social media system, the following data are needed; see

Figure 5.6:

e can-admin-assign-capability (gives the admin the ability to assign capabilities to the

other users on this account)
e account nickname (account name)
e person ID (account owner)

e content (friends)

CIERIEN 5 SociaMedia List

Create SocialVedia

Can Admin Assign Capabilities @

Account Nick Name *
Person|d *| 1

Content *

& Create

Figure 5.6: Creating new social account process

The client application contains a number of remote services that communicate with the
security service to post the client operations. They handle the client’s requests and pass

them encrypted through private channels to the security service.

Common service: This is a custom service that contains the primary functions of the

security service, as shown in Figure 5.7.
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Remote service: This receives requests from the common service, encrypts the values and
passes them by using the HTTP remote function to the security service in the server (see

Section 5.6.3).

Custom detail service: This provides the remote service with custom details on users when

they make requests.

The implementation of the client interface is based on the security service implementation,
which it contains actions for managing the cloud applications and their clients. The central

security service actions provided by this interface are outlined below.

package capabilities

interface ICapabilities {
& Boolean disableCapabilities(Long id)

Boolean transferCapabilities{Long id,Long personId)
Boolean enableCapabilities{Long id,Integer number)
Boolean disableAllCapabilities()
Boolean hasCapabilityAccess{Object objectRelatedId,Long personld,String moduleMame,String function,AccessType accessType)
PagedList searchCapabilitiesBean({Map params)
CapabilitiesBean getCapabilitiesBean{Long id)
CapabilitiesBean saveCapabilitiesBean(Map params)

ModuleBean getModuleBean{Long id)

ModuleFunctionBean getModuleFunctionBean(Long id)
ModuleFunctionBean getModuleFunctionByName(String name)
ModuleBean getModuleByName(String name)

List<ModuleBeans searchModuleBean(Map params)
List<ModuleFunctionBeans searchModuleFunctionBean(Map params)

PersonBean getPersonBean(Long id)
PersonBean getPersonBeanBylUserName(String username)
List<PersonBean> searchPersonBean{Map params)

PersonSecurityBean getUserInfo{String username)

Figure 5.7: Capability interface methods
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5.2.3 Implementation of client and server communications

The implementation of client and server communications is designed to secure data during
the transmission process and pass them through private channels to the security service.
The cloud application forwards the client requests through the remote service to the
security service in a serialised form to be de-serialised only by the security service. The
serialised data contain specific details that are only understandable to the security service.
These data are represented as a Java Bean class (a class that encapsulates many objects into
a single object) that contains the details of the user, object name and interface details. The
security service receives the request, checks it against the clients’ details and replies with
the authorisation permission or rejection (True or False). Figure 5.8 shows a snapshot of the

code implementing the communication between the client interface and the server.

The communication mechanism used in the prototype relies on the transmission of the
serialised objects over the network. A package of data is sent out to the security service; it
contains the user details and the invoked interface method details as a serialised bean. The
security service receives this object, de-serialises it to the original details, checks the user
details and checks the request against the user authorisation capability. If the security
service grants the call, it will return an approval message to the application confirming the

user request; otherwise, the call will be rejected.

In case a request from the security service requires a list of data to be sent back to the cloud
application, the Grails parameter map is designed to receive millions of records that can be
represented in a page list. The security service carries out the request by checking and
returning the results as a page list of serialised beans, where each record of the list is an

individual serialised bean.
163



@g ansactional
class RemoteService implements ApplicatiocnContextfware {

static transactional = true
def applicationContext

final String SERVER_IP_Address = "localhost:80908/Capabilities";
void setApplicationContext(ApplicationContext applicationContext) {
this.applicationContext = applicationContext
}
def capabilitiesProxy
public woid capabilitiesProxySetup() {
if (!capabilitiesProxy) {
try {
HttpInvokerProxyFactoryBean httpInvokerPerson = new HttpInvokerProxyFactoryBean()
httpInvokerPerson.setServiceInterface(ICapabilities)
httpInvokerPerson.setServiceUrl{"http://" + SERVER_IP_Address + "/httpinvoker/CommonService")
httpInvokerPerson.afterPropertiesSet()
capabilitiesProxy = (ICapabilities) httpInvokerPerson.getObject()
} catch (ConnectException ex) {
log.error{"Failed to connect to the Server”, ex)
}
}

}
}

Figure 5.8: HTTP call method in the remote service

5.5 Capability service plug-in

To hook up a cloud application to the security service, it has to be published online for the
cloud providers. The Grails framework provides the option to build a plugin for web
services to be posted online. The Grails plugin as described in the Grails official site ‘is like
any application but has a plugin descriptor and can be packed as a plugin and be installed
into other applications; it is considered a way to modularise large Grails applications’

[131].

The capability plugin contains everything related to the platform, such as primary classes,
services, controllers and views. These define the metadata of the plugin and hook to the
plugin extension points. The cloud providers can call an external service that allows them
to use the security service. This requires several configurations made by the security

service; some entity properties need to be added and changed to supply the plugin concept.
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There is a need for some configuration for each specific application that wishes to join our
security service, however, there is an easy way to join. The application owners have to
transfer specific details for their clients to be stored in the security service database. In
contrast, the security service provides Authentication/Authorisation control for those clients
is based on provided criteria from the application owners. Therefore, based on those criteria
provided by the owners, the clients will be distinguished according to who is able to
create/disable/transfer each capability (and more) as discussed in the security service

features in sections 4.8.3.4.

5.6 Implementation of security scheme

The security service is implemented to represent the SPEEDQOS protection environment
over cloud computing, in which the cloud applications are restructured without
reimplementing each cloud application so that no software engineering difficulties
introduced. It provides a model to apply the information-hiding principle to the cloud
applications and a linking mechanism that controls access to the applications’ function data
by presenting the right capability. This design supports another protection mechanism for
the data, in which the application security depends on not only the protections applied to

the applications but also the protection mechanisms applied to the methods.

The authentication/authorisation details for users represented in the capabilities are
encrypted in a separate database accessed only by the security service. The
encryption/decryption processes rely on the encrypted keys that are held in a separate data

table referenced to be used only by the security service. Each key has a long string of up to
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72 characters generated by a standard ‘one-way encryption method’ that is approved to be

protected against breaches.

The cloud application communicates with the security service through private channels.
The data get encrypted before they are transferred and decrypted by only the security
service that holds the decryption format for these data, to prevent interceptions. The users
do not interact with the security service at all; they only communicate with their cloud
applications through a client interface. Thus, the communications are designed to
reduce/prevent the opportunities of compromising the security service as it is not published
to all the cloud users but only to the cloud providers through private channels by using

encrypted data.

The security service provides an additional level of checks on the function data, in which
the users can control the access to their data. The users are provided with an ability to
revoke access on their data anytime, and the access to data is granted only by providing a
valid capability that indicates the caller’s actions and for a limited number of uses. The
cloud users will be more comfortable having control over their data as the cloud
applications are available online and many breaches of data have been reported in the past,

as discussed in Section 2.9.

The security service was designed/implemented to have maximum security for the cloud
applications and the user data. However, the evolution of the protection mechanisms
provided by the security service will be presented in the next chapter to show that the
security service’s inherent design/implementation is secure against the current cloud

threats/attacks discussed in Section 2.7.
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Chapter 6

Security overview and experimental
results

6.0 Introduction

In the previous chapter, the new security cloud platform was implemented by leveraging
the SPEEDOS security features. The new platform can be used to build and design cloud
applications in a way that provides better security, utilisation of resources and flexibility in

deployment.

This chapter presents an overview of the security aspects of the introduced platform,
demonstrates that the platform accurately reduces/prevents the computing risks of the cloud
model, and shows that the linking mechanism system and module structure proposed to
provide security benefits over the current transaction standards in the cloud. These
scenarios were used to perform experimental and functional comparisons to show that the

platform offers advancements over the existing cloud platforms.

6.1 Security overview and experiment

The platform was designed from scratch with the primary goal of preventing/reducing
unauthorised access to the cloud computing application. The novel SPEEDOS security

technique was implemented using the Grails framework to provide cloud services.
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To evaluate the overhead of the implemented security techniques with respect to running
the new cloud platform on ‘bare metal’, two types of experiments that exercised the entire

system were used to characterise performance and security.

The first experimental environment measured the security strength of the platform against
authorisations by testing calls between applications and the security service and measured
the authenticity of callers. The second experiment tested how quickly the system responded
to requests and the overall performance as compared to the results of a standard ACL

implementation.

6.2 Overview of attacks

The following provides an overview of some attacks/threats, mentioned in Chapter 2, to
which the existing cloud platforms are vulnerable, and how the new platform helps to

prevent or mitigate these vulnerabilities.

6.2.1 Malware or malicious software

Referring to the attack described in Section 2.7.1.1, malware consists of an attack that
focuses on a variety of forms of intrusive software, such as computer

viruses, worms, Trojan horses, ransomware, spyware, adware and scareware.

This attack aims to reach sensitive data and copy them to the threat actor. All the privileges
and confidential data related to the new platform users are encrypted and stored within the
security service protected by the capabilities. The security service checks each incoming
call, and the caller needs to have a capability to authorise the request. The capability

identifies the caller and what it can do on the system and for how many times. There is no
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way to access the data without providing a valid capability. Furthermore, having the
security service installed on top of the SPEEDOS system enhances the prevention of such

an attack because of the many data protection features provided, as discussed in Chapter 3.

If the client application is compromised by malicious software, it can hijack the capabilities
assigned to the clients using this software. However, our platform provides the clients with
an option to stop their capabilities if they identify suspicious activities on their accounts,
which can reduce the damage of such an attack. This option can be applied to a mobile

application or any form that suits the clients.

6.2.2 Man-in-the-middle and eavesdropping

The use of a secure connectivity mechanism to communicate between clients and modules
over private channels can reduce and prevent the attacks described in Sections 2.7.1.2 and
2.7.1.4. The platform contains two applications where the security service is installed in a
separate database, and the cloud application calls the security service from anywhere. There
is a risk that the calls between the cloud application and the security service could be
hacked. If a man-in-the-middle attack or eavesdropping occurs somehow, there are few
options for the attacker to see the data or alter the requests. However, all the data
transmissions take place only between the cloud applications and the security service
through an encryption mechanism as the transmitted data get coded first in the client
interface and changed to a serialised format that can only be read by the security service.
This type of attack cannot benefit from the data without having them decrypted. The proof

of the encryption strength will be presented in Section 6.2.6.
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6.2.3 Test for web storage SQL injection

With reference to the attacks described in Section 2.7.1.3, the platform was built to mitigate
the injection attacks. Attackers often attempt to use injection avenues to alter their
privileges in the system by using an SQL injection. In a traditional web application, if the
web application has a SQL injection flaw anywhere within its code, then it is possible for
the attacker to access the application database that stores all the authentication/authorisation
information. In the presented platform, the users’ privileges are encrypted and stored as

capabilities within the security service.

An SQL injection experiment that requests data from an ACL-based application that holds
the user details in a local database was performed along with another experiment requesting
data from the bank application running on our security service. An SQL injection query
was used to retrieve data from both the databases. The results are shown below (see Figure

6.1):

ACL application query: result= db.rows(“select* from acl_entryent, acl_sidsi where

si.id=ent.sid and si.sid=""paramInjection+="""")

ACL-SQL injection inquiry

Create Capabilities

testACL % admin' or ent.ace_order = 0 or si.sid = 'admin

H Execute

Figure 6.1: Requesting admin details of ACL application
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The snapshot below shows that the previous request was approved and the user data were

accessed. The SQL query was able to retrieve data from the users’ database, as shown in

Figure 6.2 below.

ACL-SQL injection output

[['id":5, "ace_order"0, lacl_object_identity:5, ‘audit failurel:false,

laudit success'ffalse, ‘granting’:true, 'mask’:2, 'sid’:'adminCap’, 'principantrue],
['id":6, lace_order":0, "acl_object_identity':5, laudit failuret:false,
laudit_success':false, "granting":true, 'mask':2, 'sid':'admin’, 'principantrue], ['id":7,
lace_order:0, 'acl_object_identity":5, 'audit failure'ffalse, 'audit success':false,
‘granting’:true, 'mask’:2, 'sid':'user’, 'principantrue], ['id":5, lace_order"0,
‘acl_object_identity":6, laudit failurel:false, 'audit successl:false, 'granting’:true,
'mask':2, isidl:tadminCap’, "principantrue], ['id":6, lace_order"0,
lacl_object_identity:6, 'audit failure'ffalse, 'audit success':false, 'grhnting':true,
'mask':2, 'sid":'admin’, 'principantrue], ['id":7, 'ace_order":0, lacl_object_identity:6,
‘audit_failurel:false, laudit_success'ffalse, ‘granting':true, ‘mask”:2, 'sid":'user,
‘principantrue]]

Figure 6.2: Administrator details from ACL application

The same attack was applied to the bank application that uses the security service to check

whether the SQL injections can retrieve any user data or not. The SQL query and the result

of the experiment are shown below (see Figure 6.3).

Security service application query: result= db.rows(“select* from capabilities where

person_id=""-+paramInjection+""")
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Security service -SQL injection inquiry

Create Capabilities

testCap - admin' or object_related_id = 'admin' or object_related_id = 'admin

B Execute

|
Figure 6.3: Requesting administrator details from the security service
Figure 6.4 shows the result of a previous query request to the security service. The SQL

query could not retrieve data from the security service database that holds the user data.

Security service-SQL injection output

L1

Figure 6.4: Administrator details from the security service

A tool was used to automate the experiment mentioned above to provide more evidence for
the strength of our platform against SQL injection attacks. SQLMAP is an open source
testing tool that robotises the way toward recognising and abusing SQL injection defects
and taking over control of the database servers. Figure 6.5 shows the SQLMAP queries

used on the ACL application database shown below:

ACL-SQLMAP injection inquiry

python sglmap.py -
uri="httpe/ Aocalhost: 8090,/ Capahilities/hank/executesSol | njection Ttype=tastaClL 2& pars
mlnjecton=admin&esecute=E xecute"

Figure 6.5: Requesting admin details of ACL-bank system
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Figure 6.6 presents the result of the SQLMAP execution on the ACL application. It shows

that the tool could retrieve the user data from the ACL application database.

ACL-SQLMAP injection output

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers as
sume no liability and are not responsible for any misuse or damage caused by this program

[¥] starting at 21:50:43

8] [WARNI

51:23]

]
]
]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]

NG] GET
[WARNING] heuristic
1 [INFO]
1 [INFO
1 [INFO
1 [INFO
151:21]
:51:21]
$h1:21]
151:21]
:51:21]
151:21]
181:91]
151:21]
:51:21]
151:21]
:51:21]
:51:21]
:$51:22]
:51:22]
+51:22]
[21

testing
testing
testing
testing
testing
testing
testing
testing
testing
testing
testing
testing
testing
testing
testing
testing
testing
testing
testing

eter 'execute' does not appear to be dynamic

(basic) test shows that GET parameter 'execute' might not be injectable
for SQL injection on GET parameter 'execute

'AND boolean-based blind - WHERE or HAVING clause'

'MySQL >= 5.0 boolean-based blind - Parameter replace

'MySQL >= 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)'
'PostgreSQL AND error-based - WHERE or HAVING clause'

'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (IN)'
'Oracle AND error-based - WHERE or HAVING clause (XMLType)'

'MySQL >= 5.0 error-based - Parameter replace (FLOOR)'

'MySQL inline queries’

'PostgreSQL inline queries'

'‘Microsoft SQL Server/Sybase inline gqueries

'PostgreSQL > 8.1 stacked queries (comment)!

'Microsoft SQL Server/Sybase stacked queries (comment)'

'Oracle stacked queries (DBMS_PIPE.RECEIVE_MESSAGE - comment)'

'MySQL >= 5.8.12 AND time-based blind

'PostgreSQL > 8.1 AND time-based blind'

'Microsoft SQL Server/Sybase time-based blind (IF)'

'Oracle AND time-based blind'

'Generic UNION query (NULL) - 1 to 18 columns

[WARNING] GET parameter 'execute' does not seem to be injectable
sqlmap identified the following injection point(s) with a total of 371 HTTP(s) requests:

Parameter: paramInjection (GET)

Type: boolean-based blind

Title: AND boolean-based blind - WHERE or HAVING clause

Payload: type=testACL2&paramInjection=admin' AND 7839=7839 AND 'dZPV'='dZPV&execute=Execute

Figure 6.6: Administrator details from the ACL-bank system

The same tool was applied to the bank application that uses our security service and the

same SQL query, as shown in Figure 6.7 below.
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Security service-SQLMAP injection query

python sglmapapy -
uri="http: A ocalhost: 8090,/ Capahilities/bank/executesoll njecti on Mtype=test Cap2 & para

mlnject on=admin&execute=Execute"

Figure 6.7: Requesting admin details of security service-bank system
The security service refused to provide any user data to the SQLMAP tool as these details
were protected by the capabilities and could be accessed only by the security service.

Figure 6.8 shows the result of the experiment; the rejection message is highlighted.
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Capability-SQLMAP injection output

(] legal disclainer: Usage of sqlnap fur sttacking targets without prior mutuel consent Is illegal, It 5 the end user's responsibiLity to obey all applicable locel, state and federal Laws, Developars s

sune no Lisbility and are not responsible for any wisuse or damage caused by this progran
(4] starting at 1L:58:23
(EL056:37) [WARNIAG] GET paranster "paranlnjection’ does not seem to be injecteble

1} [INR] testing 3 GET paraneter NM1wm

..1\.

(11 ,Mm]uwlw]ﬂma muanwmﬂmmhnﬂﬁ

£i37) [N
(24:56:37] (IARO] testing fo mem&nutum
mmHmmwgDmmemr 0 FAVING clause
[MHHWMmHLﬂmewmnP"M#
(24:56:37] (INRO] testing "WySAL 5= 5. AN error-besed - WHERE, RAVING, OROER BY or GROP B clause (FLONK)
(24:56:37] (INRO] testing 'PostgreSQL AN error-Dased - WHERE or HAVING clause!
(10:36:37] [1VF0) testing "Wicrosoft SAL Server/Sybese AND exvor-ased - WAERE or HAVING clause (1Y)
(10:36:37] [1WF0] testing "Uracle AND error-Dased - WHERE or KAVING clause (XLType)
(24:56:37] (INRO] testing "WySAL >= 5.6 error-hsed - Paraneter replace (FLOG)'
(10:36:37] [14F0) testing "Wy dnline guaris'
(10:36:37] [1VF0) testing ‘Pastqredl. dnling querdes'
(10:36:37] [1VF0) testing "Wicrosoft SAL Server/Sybese inline guertes
(E0:36:37) (I0R0] testing PostgredQL » 8.1 stacked querdss (comment)
(T0:36:37] [1VF0) testing ‘Wicrosoft SAL Server/Sybese stacked qeries (coment)
Mﬁﬂ[mmWUcﬂm queris (D35 PIPE, ECEIVE MESSHGE - coment]
(10:36:37] [1WF0] tasting "WysL »= 5.8.12 MO tine-based dline
MﬁHHWmmNmMMWlwmm
(10:56:37] [1VF0) testing "Wicrasoft SAL Server/Sybese tine-bastd blind (1
(T0:36:37] [1VF0) testing ‘Cracle AND tine-Dased blind
(E0:56:37) (INF0] testing "Generic ONTON query (KULL) - 1 to 38 ooluars'
(14:56:38) [VARNIAG] GET paranater 'evecuta’ does not sean o be dnjectable

(4] shutting dom ot Z0:56:%

Figure 6.8: Administrator details from the security service-bank system
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6.2.4 Shared memory threats/unauthorised access to the security service

The security service is protected against the shared memory threats described in Section
2.9; that is, if the security service database is stored in a shared memory in the cloud, all of
its data are encrypted. The security service provides a strong encryption mechanism to the
database that holds all the users’ authentication/authorisation capabilities. Furthermore, the
security service relies on encryption keys generated from the users’ details by using a
standard algorithm that joins these details to specific keywords and then encrypts them by
using a standard one-way encryption method in a string of up to 72 characters to be stored

in a separate data table.

The security service users’ details are encrypted using a standard one-way encryption
method that remains resistant to brute-force search attacks even with increasing
computational power. The attackers might use a password-cracking program [41] to access
the users’ passwords and therefore, use their privileges to achieve further data. However,
the security service encrypts all the user passwords by using very long hashed passwords
approved against such attacker programs. The passwords are hashed using an algorithm that
uses specific keywords added to the passwords and stores these details in a string of up to
72 bytes by using 10 iterations to slow down the unauthorised encryption of these details.
However, decrypting keys without permission by guessing would require the whole time
universe. Furthermore, all the encryption keys are encrypted using a specific keyword with
the encryption method to be stored in a separate data table that is linked only to the security
service in which no root flow is provided to any other party. When the number of
unauthorised accesses to the security service exceeds a certain number, the login gets
blocked and a notification is sent to the administrator to take the necessary action. In the
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following experiment, a sniper tool was installed on the server that holds the security

service trying to capture data while the security service is running.
Dumping the security service memory

Jvisualvm is a tool that captures the data of Java applications during a running process. It
uses the data retrieved by the Java developer kit (JDK) and organises them to be
represented through a user interface [133], where the data are presented in a way that

enables us to view the data on multiple functions.

The Jvisualvm tool was used to capture the object actions on the security service memory
and to prove that all the data were protected. Figure 6.9 shows the result of a capability
SQL query from the security service memory where all the retrieved capability data are

encrypted.

C capabilities.Application (pid 2271)

Profiler v Settings

Profile: & cru & Memory 3 Joec [ stop

Status: profiling running (23 methads instrimantad
[ ] [ ] SQL Query Viewer
pProfiling results

- = - SQL Query:
fesults @0 B3 1AL paate capabilities set version=3691, ,
SQL Query access_type="0cf78dc62be19ad0049e764c9339905a", - Invocations
» [2 select authority0_.id # mod_caps_number='0d4bc64b67d0d0c3838a2c68719e7ede’, it3_4_0_ from authority authorityO_ where authcy) 1
» [ select this_.id as id1_ quule_func'{ion_ig:'delfacf&6450355(647b95609c2 164?6.' )_, this_.account_locked as account_4_10_0_, thi=) 65
» [ select person0_.id as objecl_rg\atled_ld:02tb4716904?e1b653be9d6ae§da13c0. lount_3_10_0_, person0_.account_locked as accox) 5

= person_id="e0b2d094c7ef5e557b05cda%9e6c73e2f where id=10 and e ] - -

» [ select modulefunc_.i vgrsmnggﬁgq 1dex3_8_0_, modulefuncO_.module_id as module %) 4
> L.j select module0_.id as 'om module module0_ where module0_.id=1 5
» [ select capabiliti0_.id ¢ tess_t3_6_0_, capabilitio_.mod_caps_number as rx) 4
» [2 select this_.id as id1_ )_, this_.account_locked as account_4_10_0_, thi=) 1
» [ select count(*) as y0_ 2
» [ select module0_.id as 'om module module0_ where module0_.id=2 3
> E select person0_.id as ount_3_10_0_, person0_.account_locked as acco) 2
» [ select modulefuncO_.i rdex3_8_0_, modulefuncO_.module_id as module ) 2
» |2 select this_.id as idl_ mod_caps_number as mod_caps4_6_0_, this_.mox) 2
» [ select modulefuncO_.i _ awdex3_8 _0_, modulefuncO_.module_id as module ) 2
» [ select this_.person_id wsf Lhis_ where this_.person_id=2 ) 1
> Lé update capabilities set_s_numher=‘Dd4bc64h67dDd0c383332c68719e7ed(‘.w 1
> E select this_.id as id1_10_0_, this_.version as version2_10_0_, this_.account_expired as account_3_10_0_, this_.account_locked as account_4_10_0_, thi®) 1
» [ select this_.id as id1_8_0_, this_.version as version2_8_0_, this_.index as index3_8_0_, this_.module_id as module_i4_8_0_, this_.name as name5_8_0_ ) 1
Queries: Filte: Commands Tables = Statements

Figure 6.9: Capability SQL results
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Further, Jvisualvm was used to capture the users’ passwords as Figure 6.10 shows that all
the passwords and encryption keys were encrypted and protected. The keys used to encrypt
the passwords and the capabilities were generated using a robust structure as explained in

Section 6.2.6, to protect them against any hacking tools.

O capabilities.Application (pid 2271)

Heap Dump
(& Objects + All Objects « B & n ) =] Preview % Fields [ References il GC Root G5 Hierarc hy [1]

Name Caunt Size ¥ Retained

» © capabilities.transaction.Capabilities#1 105 B nja

> Oc transaction.C; ilities#2 105 B nfa

» © capabilities.transaction.Capabilities#3 105 B nja

¥ © capabilities.security.Person# 1 101 B nia

S S
» % metaClass = © groovy.lang.ExpandoMetaClass#46 3128 nja
» W static r§type = © org.springsource.loaded.Reloadable Type#28 2268 nja
» ¥ static <classLoader> = © sun.misc.Launcher§AppClassLoader# 1 146 B nfa
» ¥ static $staticClassinfo = © org.codehaus.aroovy. reflection.Classinfo#589 96 B nja
» ¥ static mapping = © capabilities.security.Person$__clinit__closure2#1 84 B nja
» ¥ static constraints = © capabilities.security.Person$__clinit__closure1#1 848 nfa
» ¥ springSecurityService = © grails.plugin.springsecurity.SpringSecurityService#1 728 nja
» W static log = © ch.qos.logback.classic.Logger#221 698 nia
» ¥ static $callSiteArray = © java.lang.ref SoftReference#8825 . CallSiteArray#7 S6B nja
» ¥ static $defaultDatabindingWhiteList = © java.util. ArrayList#9066 32B nfa
>S9 sratic i =0 java uril Arrayli 328 nja
» ¥ key = © java.lang.String#214301 a$ 155ginpsaazdPtSW2mlZ7wb.uZBS FDbBUhTypKM MFihxaWnh 288 nja
» ¥ password = @ java.lang String#214300 : §2a$ 15$FOnPkVAGZzIPcOncwbZEdumA4iMcWwOSBSDFyZJN 74qcildWBHOva 288 nfa
» ¥ username = © java.lang.String#214299 = us 288B nfa
» W static org_grails_datastore_mapping_dirty_checking_DirtyCheckable__DIRTY_CLASS_MARKER = © java.lang.String#39643 288 nja
» % version = © java.lang.Long#1 - ( 248 nia
> % id = javalang.Long#128 - 3 248 nja
» W rifields = © org.springsource.loaded.ISMgr#54 24 B nja
» ¥ static instanceConvertersApi = © org.grails.plugins.converters.api.ConvertersApi#6 248 nja
» % static r§sfields = © org.springsource.loaded. SSMgr#18 248 nia
h 84 ctotic imctnecafanienl e P i B i Ao — 4 s i £ rhiioe — b crmbrllore ami Fambenl e P i B i A i 5

All Objects (filtered) » O Person#1 & ) <fields> + »

Class Filter: capabilities. ).

17

Figure 6.10: Passwords and encryption keys of the security service

6.2.5 Client application threats

Basically, the introduced solution provides a user interface that includes cloud applications
where the users access the interface to interact with their applications account. The security
service is designed to receive calls from the applications to check on the
authorisations/authentications for their users, and on the basis of these applications, grant
the users’ call. Private channels are provided to bypass the data between the legitimate
applications and the security service; however, let us assume that the data are from a fake
legitimate application or the legitimate application gets compromised and starts calling the

security service; this affects the security service.
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The security service is implemented to deal with cloud applications, and as there are a
number of applications out there in the cloud, there is a chance that a fake application is
generated to gain access to the security service and tries to take control over the security
service. The security service is implemented in response to the authentication/authorisation
requests of only the applications. As described in Section 5.6.3, the call carries out the
module ID, function ID, user ID and user action where the security service validates these
details of the caller with those stored in the database and then provides answers; if the
details do not match, the call gets rejected. If a user/application wishes to access any other
application, he/she/it must be authenticated first; otherwise, the call will be rejected by the
security service. Furthermore, the user interface is very limited and if the user/application
tries to reach more data that are not included in the user interface, then the call will be
rejected by the security service. The following experiments show how the security service

acts on certain malicious activities such as

e malicious user: The activities of a malicious user include the following:
(1) Intruder trying to gain access to the capabilities by using the server details.
(2) Logged-in user trying to gain access to the capabilities by using the server

details.
(3) Logged-in user trying to generate the capabilities on other applications.

e compromised user/application.

6.2.5.1 Malicious user

One of the cloud computing threats is that the cloud can be used to retrieve public and

private information about its users, as discussed in Section 2.9. Recently, the Facebook
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platform was used by a third party to uncover the users’ identities and collect information
on most of its 2 billion users worldwide [134]. However, the security service structure
restricts access to each function’s data in the applications in which access to any function is

granted only to a legitimate user trusted by the data owner.

The security service designed to force unwanted access to application functions by granting
calls to someone with a valid capability. In the social media application designed by the
security service, if a user wishes to retrieve the social media user’s data (pictures, videos
and locations), he/she must have a valid capability of the data owner to have his/her request
granted. The security service restricting access to data per user and per function provides

more protection to user data in social media applications than extracting data from others.

A few experiments were conducted to prove that the user cannot retrieve data from others
without having the right capability in the security service and that each user must be
authenticated. The following experiments show the system actions to a skilled user who
knows the techniques used in the security service from which he/she stole some details that
could be used to invoke the security service. The first technique used was to call the
security service by using the stolen details such as (service URL) assuming that the skilled
user knows these details; however, the system replays with no further data and requests the

authentication of the user, as shown in Figure 6.11.

& http://localhost:8090/Capabilities/httpinvoker/CommonService

Favorites
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localhast & fus] (=1

Please Login

Figure 6.11: User trying to retrieve data using capability URL through web browser

The second option was that a logged-in user used the service URL to retrieve any further
data of the security service through a normal web browser. Figure 6.12 shows the
experimental results, where the security service requested the authentication details of the
user before accepting any calls; however, even if this user is authenticated, the security
service returns an error for the request as it is not the formal way of users’ requesting data

from the security service.

I < 0
soe < m lacainost < & | & g

Please Login

Username:  admin
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L] e < im} lacalhast < i o

o

e Grails

Error 500: Internal Server Error

URI: /C: L Sinvoker/Com
Glass: java.io.EOFException
Message: null
Trace
Line | Method
->> 2671 | readFully in java.io.ObjectInputStream$PeekInputStream
1 3146 | readShort in java.io.ObjectInputStream$BlockDataInputStream
1 858 | readStreamHeader . . . in java.io.ObjectInputStream
1 354 | <init> in
I B3 | <init> . . . . .. .. in org.springframework.core.ConfigurableObjectInputStream

Figure 6.12: Logged-in user trying to retrieve further data using URL

The last option was that a logged-in user to the bank system attempted to generate a

capability on other applications, ‘Social Media, he/she was not authenticated to. Figure 6.13
shows the results of the experiment and that the security service returns the ‘log-in page’ as
it checks the authentication of the users on the other application before permitting access to

any data.

def testOtherApplicationCapability(){
//Logged in user to the Bank system and trying to get capability of the social media application
Long personld = springSecurityService?.principal?.id
Long bankId = "3"
String module = SystemModule,SOCIAL_MEDIA.value()
String function = "Llike"

def resultData = commonService.hasCapabilityAccess(personId,bankId,module, function,AccessType.WRITE)

render resultData

Please Login
Usarname: | ™~

Password:

Remember me.

Login

Figure 6.13: User trying to retrieve data of other applications by using valid capability details
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6.2.5.2 Compromised user/application

The users’ data in the security service are all encrypted and protected by hashed keys that
are only accessed/decrypted by the security service as proved experimentally. Therefore,
there will be no opportunity for the users or applications to gain access to the capabilities;
only their requests to their accounts get approved. If any application account gets
compromised by a hacker, the security service will take an action in which the security
service administrator can revoke all the capabilities for the specific application account and
block it from generating any capability in order to reduce the damage caused by the
malicious attack. Figure 6.14 from the server shows the revocation option available for the

security service administrator to perform on any account in the case of misuse.

& Home & New Capabilties

Capabilities List
disable all capabilities

Access Type Object Related Id Person Mod Caps Number Module Function

WRITE 2 user 2 socialMedia-comment

WRITE 4 admin 3 bank-withdrawal

WRITE 1 admin 2 socialMedia-comment

Figure 6.14: Revocation capabilities option

6.3 Test analysis report

A meter and a performance tool were configured to scale, analyse and stress the new
platform. The tool was used to build the test and scale the test ability to run hundreds of
services in parallel to produce thousands of concurrent users, from up to 25 locations
around the world and from multiple cloud providers. The results were viewed and analysed

in real-time. Before the tests were run, a baseline of a small decrease in the performance
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was acceptable, but it was deemed essential to have a system that could still be used in the

real world.

A bank application system was implemented using the new cloud platform. The new bank
application has features one would expect to be provided to bank clients in the current bank
systems and offers the unique security techniques proposed in this work. The experiment
verified the performance of the new bank application by using authentic multi-user traffic
to perform operations on the application and tracking the corresponding authorisation
methods. It compared the timing results of the evaluation platform with that of a similar

banking system implemented using an ACL mechanism.

The tool ‘JMeter’ provided a valid and useful mechanism to measure the performance of
the new platform. The key performance metrics measured were the average response time
that it took to complete several jobs starting from their arrival and the average number of
tasks completed in a certain specific period. The experiment was performed on a bank
application implemented using the ACL mechanism and the bank application implemented
using the security service; each application was run through the experiment as described

below.

Bank application using ACL mechanism experiment

The JMeter tool was provided with two users ‘admin, admin-acl’ to perform the test on the
ACL-based application that did not use the security service. The two users were allowed to
request different operations from the application and the JMeter tool created. For each real
bank user, another five dummy users that requested 5,000 requests were created, as shown
in Figure 6.15.
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Thread Group
Name: Test With Acl Data

Comments:
Action to be taken after a Sampler error

© Continue Start Next Thread Loop Stop Thread

Thread Properties
Number of Threads (users): 5
Ramp-Up Period (in seconds): 1
Loop Count: Forever 1000

Delay Thread creation until needed

Scheduler

Scheduler Configuration
Duration (seconds)

Startup delay (seconds)

Stop Test

Stop Test Now

Start Time 2017/08/23 163
End Time 2017/08/23 1¢
43 2017-09-17 20: INFO o. «Standard]MeterEngine: A1l thread groups have been started
84 2017-09-17 20: INFO ¢.a.j.t.JMeterThread: Thread started: Test With Acl Data 1-2
a5 2017-09-17 20: INFO o .JMeterThread: Thread started: Test With Mo Acl Data 2-2
96 2017-09-17 20: INFO o, .JMeterThread: Thread started: Test With Acl Data 1-3
47 2017-09-17 20: INFO o, «JMeterThread: Thread started: Test With Mo Acl Data 2-3
5 2017-09-17 20: INFD o. Jh.s. HTTPHCAbstractImpl: Local host = Hamzas-MacBook-FPro.local
49 2017-09-17 20: INFO o, +h.s HTTPHCAImpl: HTTP request retry count = 0
90 2017-09-17 20: INFO o.a.j.t.JMeterThread: Thread started: Test With Acl Data 1-4
91 2017-09-17 20: INFO o. .JMeterThread: Thread started: Test With Ho Acl Data 2-4
2 2017-09-17 20: INFD o. .JMeterThread: Thread started: Test With Acl Data 1-5
2017-09-17 20: INFO o,a.j.t.JMeterThread: Thread started: Test With No Acl Data 2-!
14 2017-09-17 21: INFO o.a.j.t.IMeterThread: Thread is done: Test With Ho Acl Data 2-1
2017-09-17 21:07:55,382 INFO o. .JMeterThread: Thread is done: Test With Ho Acl Data 2-4
96 2017-09-17 21:07:55,382 INFO o. JJMeterThread: Thread is done: Test With Ho Acl Data 2-2
7 2017-09-17 21:87:55,381 INFO o. JMeterThread: Thread is done: Test With Ho Acl Data 2-

98 2017-09-17 21:9

:55,382 INFO ¢.a.3.

Figure 6.15: Creation of users and requests

«JMeterThread: Thread finished: Test With Mo Acl Data 2-4

All the users requested access to the ACL application, assuming that the ‘admin user’ and

the five dummy users had ACL access and the admin_acl user with another five dummy

users had no ACL access. The users with access and the users without access were created

to re-create a realistic operating environment for the applications, where the users requested

operations from the application with and without access. Figure 6.16 shows the server

responses to the requests of the users with the ACL access.
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Connect Time: O
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Size in bytes: 212

Sent bytes:195

Headers size in bytes: 174

Body size in bytes: 38
Sample Count: 1

Error Count: O
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Response code: 200
Response message:

Response headers:

HTTP/1.1 200
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Transfer—Encoding: chunked

Date: Sun, 17 Sep 2017 18:06:28 GMT

HTTPSampleResult fields:
ContentType: text/html:charset=utf-8
DataEncoding: utf-8

Parsed

Figure 6.16: Server responses to users with ACL access

Figure 6.17 shows the server responses to the requests of users without the ACL access.
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Text

© HTTP Request
© HTTP Request Thread Name: Test With No Acl Data 2—-1
© HTTP Request Sample Start: 2017-09-17 21:06:26 EEST
& HTTP Request
& HTTP Request
& HTTP Request Size in bytes: 208

& HTTP Request Sent bytes:195

Y TP Request Headers size in bytes: 174
& HTTP Request
& HTTP Request

&7 HTTP Request Data type ("text”|"bin"|""): text
& HTTP Request Response code: 200
& HTTP Request Response message:

& HTTP Request
© HTTP Request

& HTTP Request X-Application-Context: application:development:8090
eques ontent-Type: text/html;charset=utf-

= HTTP R t Cs T /html;ch. f-8

& HTTP Request Transfer-Encoding: chunked

© HTTP Request Date: Sun, 17 Sep 2017 18:06:26 GMT

& HTTP Request

€ HTTP Request HTTPSampleResult fields:

& HTTP Request ContentType: text/html,charset=utf-8

& HTTP Request DataEncoding: utf-8

& HTTP Request

£ HTTP Request WS Parsed

Scroll automatically?

B L C e Request Response data

Load time: 8
Connect Time: 1
Latency: 7

Body size in bytes: 34
Sample Count: 1
Error Count: O

Response headers
HTTP/1.1 200

Figure 6.17: Server response to users without ACL access

Figure 6.18 shows an analysis of the experimental results. It shows that no errors occurred
and all the responses were stable. Further, Figure 6.19 shows the server responses graph for
users with the ACL access, and Figure 6.20 shows the server responses graph for users

without the ACL access.

Label #Samples Average Min Max Std. Dev. Error% Throughput ~ Received KB/sec ~ SentKBfsec  Avg.Bytes
HTTP Request 5000 5 2 i 8.52 0.00% 5.5/sec 114 105 2.0
TOTAL 5000 5 2 p) 8.52 0.00% 5.5/5ec 114 105 2120

Figure 6.18: Analysis of results of ACL experiment
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Figure 6.19: Data analysis for requests of users with ACL access
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Figure 6.20: Data analysis for requests of users without ACL access

The experiment took 15 min 15 s on average, as shown in Figure 6.21.

00:15:15 0 A 0/ 10

Figure 6.21: Average total time of the experiment

Bank application using security service experiment

The same tool and the same steps were used to run another test on the bank application

which was implemented using the proposed system, the security service. The experiment
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was run using two actual users (admin, user), and five dummy users that requested 5,000

requests for each real user were created, as shown in Figure 6.22.

Thread Group

Name: Test With Admin

Comment s
Action 1o be taken after a Sampler error

© Continu

Thread Properties

Number of Threads (users) 5
Ramp-Up Period (in seconds): 1
Loop Count Forever 1000

Delay Thread creation until needed

Scheduler

Scheduler Configuration

Duration (seconds)
Startup delay (seconds)
Start Time

End Time

Start Next Thread Loop Stop Thread

Stop Test

Stop Test Now

ZULIUO-L3 £3:90:U3, 290 INTU Usds ]y
50 2017-08-23 23:46:03,442 INFO o.

51 2017-08-23 23:46:03,442 INFO o.

)2 2017-08-23 23:46:03,643 INFO o.a.].
54 2017-08-23 23:46:03,842 INFO o.

)5 2017-08-23 23:46:03,845 INFO o.a.].
56 2017-08-23 23:46:04,040 INFO o.

57 2017-08-23 23:46:04,041 INFO o.

58

Figure 6.22: Creation of users and requests

JMeterThread: Thread started:
JMeterThread: Thread started:
JMeterThread: Thread started:
JMeterThread: Thread started:

@ ] Er 5 Lalual UIMELET CIGATIET ALL LT €au g1 Uups [1ave DEel Sial e
a.j.t.JMeterThread: Thread started:
a.j.t.JMeterThread: Thread started:
a.j.t.JMeterThread: Thread started:

53 2017-08-23 23:46:03,643 INFO o.a.j.t.JMeterThread: Thread started:
a.j.t.
a.j.t,
a.j.t
a.j.t.

Test With Admin 1-2
Test With User 2-2
Test With User 2-3
Test With Admin 1-3
Test With Admin 1-4
Test With User 2-4
Test With Admin 1-5
Test With User 2-5

The ‘admin’ and five dummy users were given the capability to request a withdrawal on a

specific bank account, and the ‘user’ with another five dummy users to request a deposit on

the same bank account, for testing the application in a multi-operation access privilege

environment.

The requests of the admin and the five dummy users were performed successfully, as

shown in Figure 6.23.

189



HTTP Request

HTTP Request
roll automatically?

£000000Q00000000000Q00Q0000
T
3
3
L]
2
H
H
H
§
H

Request  Response data

Thread Name: Test with Admin 1-5
Sample Start: 2017-08-24 00:10:06 EEST

nt s:21
Haadars size in bytes
Body size in bytes: 72
Sampie ¢ Cnunl: 1
Error Cor

Bat tvee Cemei bin Iy v
sponse code
e

Response headers
HTTP/1.1 200

Content-Type: text/htmi;charset—utf—8
Transfer—Encoding: chunked
. 23 Aug 2017 21:10:05 GMT

TTPSampleResult fields:
CantentType: text/htmlicharset=utf-8
DataEncoding: utf-&

®

HTTP Request
HTTP Request
HTTP Request

HTTP Request

HTTP Request
HTTP Request
HTTF Request
HTTP Reauest
HTTP Request
HTTP Request
HTTP Request
HTTP Request
HTTP Request
HTTP Request
HTTP Request
HTTP Request
HTTP Request
HTTP Request

RN M L L L

w

croll automaticallv?

Sampler result  Request

00w
method allowed on account: a2 and withdrawal run successfully

Search:
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The requests of the real user and the five dummy users were also performed successfully, as

shown in Figure 6.24.
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Figure 6.24: User requests successful
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Figure 6.25 presents the analysis of the experiment. It shows that no errors occurred and all

the responses were stable. Further, Figure 6.26 shows the server responses graph for the

admin users, and Figure 6.27 shows the server responses graph for the other users.

el Hmks  Aenge N Mot S0 Bk Towght  ReeedfBsec S Agdte
HTTP Reguest 0 i 14 b LI 1 S L3 L B
04 00 0 I¢ i) 330 0 S 13 LIt iy

Figure 6.25: Analysis of experimental results
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Figure 6.26: Data analysis for admin requests

Response Time Graph
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Figure 6.27: Data analysis for user requests
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The average time to request operations for all the users was 15 min 30 s, as shown in Figure
6.28, which proved that the system ran smoothly and presented an acceptable level of

performance when compared to the experiment performed on the ACL-based application.

00:15:30 O

Figure 6.28: Average total time of the experiment

Figure 6.29 illustrates the results of the two experiments side-by-side, where the top two
graphs represent our security service approach to the bank application and the bottom two
graphs represent the ACL approach. The graphs of the security service show an acceptable

increase in the response time as compared to that in the ACL experiment. This was
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attributed to the use of encryption.
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Figure 6.29: Comparison between the two experiments
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Chapter 7

Conclusion and future work

7.0 Introduction

The primary focus of this thesis was the development of an access control scheme for users
when accessing applications. The study developed a module structure that separated the
functions and the data and proposed and implemented a new linking mechanism to combine
the modules and the users. An API that realised the research objectives was designed and

implemented in this thesis. The objectives of this research are explained in Table 7.1.

Objective Investigation method Chapter(
s)
1 | To analyse in detail the existing cloud Review the existing literature and 2
computing systems and the conventional industry documents

computer systems that host the cloud

2 | To analyse the security and networking Review the existing literature on 2
requirements for cloud systems and evaluate | security and networks
the relevant security, resilience

authentication, disruption and attacks

3 | To study and propose a trusted OS that was | Review the existing literature on 3
built with the aim to resolve all protection computer systems and the

problems found in other operating systems | SPEEDOS system

4 | To propose a unique general structure to Create a system design logical 4
build cloud software applications that will overview
reduce/prevent unauthorised access from

hackers and enhance the cloud clients’ data

protection
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Objective Investigation method Chapter(
s)

5 | To propose an encryption mechanism to Review the system design on 4
encrypt/decrypt data during transition and protection methods
rest

6 | To create a new architecture model that Use the logical design overview 4and5
mitigates cloud computing threats and to
reduce security concerns

7 | To validate and evaluate the research, and Summarise the findings of the 6 and 7
suggest directions for future research research

Table 7.1: Summary of research objectives

The proposed scheme’s objectives were realised through the new platform. The platform

also addressed the following research questions introduced in Section 1.4.

7.1 Research question 1

Is it possible to develop a cloud environment that provides useful services while ensuring

that all the data and communications are safe from unauthorised access?

This research showed that it is possible to achieve a secure cloud environment by
introducing a better designed structure for modules and module communication. The
modules represented as multiple routines that get successfully called only from whoever

has the right capability to permit the call.

The protection mechanism used in the platform added a new security level to data, by

providing the users with the capability to initiate their actions on the modules. The
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capability identifies user ID, data access, access count and access type. Capability

revocation was considered to reduce the malicious attacks.

The mechanism was developed by structuring the main modules into multiple routines.
Calls came into a specific routine, and the authorisation of the call was implemented by the
security service. Actions were taken to prevent unauthorised access on the basis of the
capabilities and validation of the users IDs. The actions can be rejecting the call, granting

the call or progress to further checks on the basis of the cloud provider’s requirements.

The caller calls a function of a cloud application that passes the call onto the security
service which confirms the user details and the requested operation with the capabilities of
this caller from the database. If the details match, the security service sends the cloud
application the approval for this call. If the details do not match, the call will be rejected.
All the capabilities are stored in the security service database and can only be accessed
from the security service. The capabilities are kept encrypted in transit and at rest, with no

method to decrypt the capabilities without providing the encryption keys.

7.2 Research question 2

How can a new platform prevent/reduce the most concerning attacks that threaten the
existing cloud systems, while ensuring that the attackers do not have access to new

weaknesses that could leave the system vulnerable?

As described in the previous chapter, the implemented platform could be used to design a
security solution that ensured that only legitimate users accessed the data. The platform

provided protection against some of the most dangerous attacks in the cloud environment.
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Experiments and system analyses were used to justify and test the system security against
malware, malicious software, eavesdropping, man-in-the-middle and SQL injection attacks.
The platform showed a very strong level of protection against these attacks, and the results

of the experiments clarified that there were no data breaches identified during the testing.

7.3 Research question 3

Could such a system perform at an acceptable rate, or would it be too slow to be practical?
Experimental comparisons implemented as part of this work demonstrated that the
performance of the new platform was as expected, even in the presence of a malicious

workload.

7.4 Future work

Despite the fact that the characterised goals set in Section 1.3 were met by the work
introduced in this thesis, a few likely outcomes exist for future extension. The future

direction regarding extending this research work is described below.

1 Implement the full SPEEDOS memory environment to provide an laaS cloud

service

The platform was built using the main security features of SPEEDOS to offer PaaS/SaaS
services for the cloud system. However, the SPEEDOS memory is secure for the laaS
provision. Therefore, it is a valuable plan to implement an approach to memory that has the

SPEEDOS memory features deployed as an laaS service over the Internet.
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2 Enhance the platform performance in the long run

The platform was tested on two cloud applications: the bank application and the social
media application. However, more applications need to be connected to the new platform in

a more complex environment to prove the effectiveness of the security service over time.

3 Implementing qualifier modules

The qualifier modules explained in the SPEEDOS system (Section 3.8) provide an
additional level of checks on the calls. Future work may include the application of this
concept to the modules in this platform. This will increase the security of calls in our

platform and potentially prevent suspicious activities.

4 Enhancing the capabilities of the security service to be more effective in protecting
the client application from malicious activities.
The security service’s ability to protect against malicious calls from client applications is
currently a risk. In the future, mechanisms providing increased protection will be built on
the basis of a statistical analysis of calls, to detect when a client application is hacked. For
example, on average, if an application makes five calls a day to the security service and
suddenly the same application starts making 5000 calls, then the security service will pro-
actively flag the client application as a security threat and inform the application

administrators about the situation.
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